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SECURITY SYSTEM WITH FACE
RECOGNITION, SMS ALERT AND
EMBEDDED NETWORK VIDEO
MONITORING TERMINAL

J. Shankar Kartik! , K. Ram Kumar? and V.S. Srimadhavan®

123Department of Electronics and Communication Engineering, SRM Easwari Engineering
College, Anna University

ABSTRACT

Even though there are various security systems consuming large power are available in market
nowadays, robbery rate is very high. We are proposing a novel system to prevent robbery in highly
secure areas with lesser power consumption. This system has face-recognition technology which
grants access to only authorized people to enter that area. If others enter the place without access
using some other means, then the system alerts the security personnel and streams the video
captured by the security camera. The face recognition is done using PCA algorithm. The video
transmitted is compressed and transmitted by ENVMT. By using this ENVMT, the video can play
with lesser bandwidth consumption, latency and jitter.
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A TRUST MANAGEMENT FRAMEWORK FOR
VEHICULAR AD HOC NETWORKS

RezviShahariar and Chris Phillips
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London, UK

ABSTRACT

Vehicular Ad Hoc Networks (VANETSs) enable road users and public infrastructure to share
information that improves the operation of roads and driver experience. However, these are
vulnerable to poorly behaved authorized users. Trust management is used to address attacks from
authorized users in accordance with their trust score. By removing the dissemination of trust
metrics in the validation process, communication overhead and response time are lowered. In this
paper, we propose a new Tamper-Proof Device (TPD) based trust management framework for
controlling trust at the sender side vehicle that regulates driver behaviour. Moreover, the
dissemination of feedback is only required when there is conflicting information in the VANET. If
a conflict arises, the Road-Side Unit (RSU) decides, using the weighted voting system, whether the
originator is to be believed, or not. The framework is evaluated against a centralized reputation
approach and the results demonstrate that it outperforms the latter.
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MANAGING THE INFORMATION
SECURITY ISSUES OF ELECTRONIC
MEDICAL RECORDS
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ABSTRACT

All healthcare providers should have enough knowledge and sufficient information to understand
the potential risk, which can lead to a breach in the Jordanian health information system (Hakeem
program). This study aims to emphasise the importance of sharing sensitive health information
among healthcare providers, create laws and regulations to keep the electronic medical records
secure, and increase the awareness about health information security among healthcare providers.
The study conducted seven interviews with medical staff and an information technology
technician. The study results showed that sharing sensitive information in a secure environment,
creating laws and regulations, and increasing the awareness about health information security
render the electronic medical records of patients more secure and safe.
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TRUST: DIFFERENT VIEWS, ONE GOAL
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Arabia

ABSTRACT

A thorough review of trust models is carried out in this paper to reveal the key capabilities of
existing trust models and compare how they differ among disciplines. Trust decisions are risky due
to uncertainties and the loss of control. On the other hand, not trusting might mean giving up some
potential benefits. Advances in electronic transactions, mutliagent systems, and decision support
systems create a necessity to develop trust and reputation models. The development of such
models will allow for trust reasoning and decisions to be made in situations with high risk and
uncertainty. In recent years, several attempts have been made to model reputation and trust.
However, perceiving trust differently and the lack of having a unified trust definition are among
the main causes of the proliferation of many trust models across different disciplines.
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ABSTRACT

Efficient implementation of block cipher is critical towards achieving high efficiency with good
understandability. Numerous number of block cipher including Advance Encryption Standard have
been implemented using different platform. However the understanding of the AES algorithm step
by step is very typical. This paper presents the efficient implementation of AES algorithm and
explain Avalanche effect with the use of MATLAB platform. Mainly use of MATLAB in
Algorithm development, Data analysis, exploration, visualization, modeling, simulation,
prototyping, application development including GUI building and computation.
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ABSTRACT

In this paper we design a system which takes student attendance and the attendance records are
maintained automatically in an academic institute. Taking the attendance manually and
maintaining its record till end of year (or even beyond) is very difficult job as well as wastage of
time and paper. This necessitates an efficient system that would be fully automatic. Top level
design of the system includes marking attendance with the help of a finger-print sensor module
and saving the records to a computer or server. Fingerprint sensor module and LCD screen are
portable although they can also be fixed to a location for e.g. entry/ exit points. To begin with, a
student needs to be registered in the finger-print sensor module. Thereafter every time the student
attends a lecture he/ she will place his/her finger on the fingerprint sensor module. The finger-print
sensor module will update the attendance record in database. The student can see the notification
on LCD screen.
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ABSTRACT

Control and Risk are the two parts of the coin. Risk management is the process of identifying
vulnerabilities and threats to operating system resources to achieving business objectives and
deciding what counter measures to take in reducing the lowest level of risk. The increased use of
computer & communications system by IT industries has increased the risk of theft of proprietary
information. Cryptographic control (Encryption) is a primary method of protecting system
resources. Automated Control is probably the most important aspect of communications security
and becoming increasingly important as basic building block for computer security. Automated
Control is inversely proportional to the risk & mean while control is directly proportional to the
quality of standard (S). Automated Control provides accountability for individuals who are
accessing sensitive information on application, system software, server and network. This
accountability is accomplished through access control mechanisms that require identification,
authentication, authorization, non-repudiation, availability, reliability & integrity through the audit
function. We have to develop java automated control for risk optimization based on unix operating
system.

KEYWORDS

AC-Automated Control, PC- Preventive Control, SSH- Secure Shell, AES-Advance Encryption
Standard, CBC: Cipher Block Chain, CERT-Computer Emergency Response Team, DC-Detective
Control, CCCorrective Control, CMDB-Change Management Database, CKM-Cryptographic key
management.
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ABSTRACT

Trusted Computing intends to make PC platform trustworthy so that a user can have level of trust
when working with it. To build a level of trust TCG gave specification of TPM, as integral part of
TCB, for providing root(s) of trust. Further TCG defined Dynamic Root of Trust Measurement in
Trusted Computing systems in its specification as a technology for measured platform
initialization while system is in running state. The DRTM approach is contrary to Static Root of
Trust Measurement where measurements are taken during boot process. In this study, since this
technology was first introduced, we list and discuss upon publically available open source
solutions that either implement DRTM or are applications of these DRTM based solutions.
Further, the challenges faced by the DRTM technology along with observations from authors are
listed.
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ABSTRACT

A let of exclusive features such as high functionality and low cost have made cloud computing a
valuable technology. These remarkable features give users and companies, countless opportunities
to reach their goals spending minimum cost and time. Looking at the literature of this technology,
it can be claimed that the main concerns of the users of cloud are security issues especially trust.
Unfortunately these concerns have not been tackled yet. Therefore we decided to introduce a
useful and functioned way to create more trust among consumers to use this technology .In this
paper we suggest the foundation of an international certification institute for the service providing
companies in order to increase trust and enhance likeliness of using this new and valuable
technology among people. Practicality of the technology will improve it and will make its security
better by providers.

KEYWORDS
Cloud Computer, Security, Trust

For More Details: https://airccse.org/journal/ijsptm/papers/2513ijsptm01.pdf

Volume Link: https://airccse.org/journal/ijsptm/vol2.html



https://airccse.org/journal/ijsptm/papers/2513ijsptm01.pdf
https://airccse.org/journal/ijsptm/vol2.html

REFERENCES

(1]

(2]

(3]

(6]

(7]

(8]

[10]

[11]

[12]

Yashpal Kadam, “Security Issues in Cloud Computing A Transparent View”, International Journal of
Computer Science & Emerging Technologies, Vol-2 No 5 October, 2011.

Mohamed Al Morsy, John Grundy and Ingo Miiller, “An Analysis of The Cloud Computing
SecurityProblem”, In Proceedings of APSEC 2010 Cloud Workshop, Sydney, Australia, 30 Nov 2010.

H. Takabi, J.B.D. Joshi, G.Ahn., “Security and Privacy Challenges in Cloud Computing
Environments”, IEEE Security Privacy Magazine, Vol 8, IEEE Computer Society, p.24-31, 2010.

M. Monsef, N. Gidado, “Trust and privacy concern in the Cloud”, 2011 European Cup, ISecurity for
the Next Generation, p.1-15, 2011.

M. Firdhous, O. Ghazali, and S. Hassan, Trust and Trust Management in Cloud Computing — A
Survey, Inter Networks Research Group, University Utara Malaysia, Technical Report
UUM/CAS/InterNetWorks/TR2011-01, 2011.

Farhad SoleimanianGharehchopogh, Sajjad Hashemi, “Security Challenges in Cloud
omputingwithmore Emphasis on Trust and Privacy”, INTERNATIONAL JOURNAL OF
SCIENTIFIC & TECHNOLOGY RESEARCH, Vol. 1, ISSUE 6, pp. 49-54. 2012.

D. Zissis, D. Lekkas, “Addressing cloud computing security issues”, Future Generation Computer
Systems, Volume 28, Issue 3, P. 583-592, March 2012.

Mahbub Ahmed, Yang Xiang, Shawkat Ali, “Above the Trust and Security in Cloud Computing: A
Notion towards Innovation”, 2010 IEEE/IFIP International Conference on Embedded and Ubiquitous
Computing, pp.723-730, 2010.

V.KRISHNA REDDY, Dr. L.S.S.REDDY, “Security Architecture of Cloud Computing”, International
Journal of Engineering Science and Technology (IJEST), Vol. 3 No. 9, pp.7149-7155, September
2011.

S. Subashini, V. Kavitha, A survey on security issues in service delivery models of cloud computing,
Elsevier, Network and Computer Applications, Vol. 34, p.1-11, 2010.

K, Sachdeva, Cloud Computing: Security Risk Analysis and Recommendations, Master Thesis,
University of Texas, Austin, 2011.

Philipp Zech, “Risk—Based Security Testing in Cloud Computing Environments”, 011 Fourth IEEE
International Conference on Software Testing, Verification and Validation, pp.411-414, 2011.

Fariborz farahmand, “Risk Perception and Trust in Cloud”, ISACA JOURNAL VOLUME 4, pp.1-8,
2010.

Hoover, J. N.; R. Martin; “Demystifying the Cloud,” InformationWeek, June 2008.
Weiss, A.; “Computing in the Clouds,” netWorker, vol. 11, issue 4, p.16-25, 2007.

D. Jamil, H. Zaki, Security Issues in Cloud Computing and Countermeasures, International Journal of
Engineering Science and Technology, Vol. 3, No. 4, p. 2672-2676, 2011.

S. Qaisar, K.F. Khawaja, Cloud Computing: Network/Security Threats and Countermeasures,
Interdisciplinary journal of contemporary research in business, Vol.3, No 9, p. 1323-1329, 2012.

J.R. Winkler, Securing the Cloud: Cloud Computer Security Techniques and Tactics, Technical
EditorBill Meine, Elsevier Publishing, 2011



[19]

[20]

(21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

Authors

Sajjad Hashemi is a M.Sc. student in Computer Engineering Department, Science and
Research Branch, Islamic Azad University, West Azarbayjan, Iran.

Siani Pearson, “Privacy, Security and Trust in Cloud Computing”, HP Laboratories, appeared as a
book chapter by Springer, UK, 2012.

Cloud Security Alliance (2009)” Security Guidance for Critical Areas of Focus in Cloud Computing”.,
v2.1, English language version, December. http://cloudsecurityalliance.org/guidance/csaguide.v2.1.pdf

Vaquero L, Rodero-Merino L, Moran D, Locking the sky: a sur-vey on laaS cloud security.
Computing, 91:93-118, 2011.

Jaeger PT, Fleischmann KR, Public libraries, values, trust, and e-government. In: Information
Technology and Libraries, 26(4), 2007.

Rousseau D, Sitkin S, Burt R, Camerer C, Not so Different after All: a Cross-discipline View of Trust.
Academy of Management Re-view, 23(3):393-404, 1998.

Wang Y, Lin K.-J, Reputation-Oriented Trustworthy Computing in E-Commerce Environments.
Internet Computing, IEEE, 12(4):55-59, 2008.

Singh S, Morley C, Young Australians’ privacy, security and trust in internet banking. In: Proceedings
of the 21st Annual Conference of the Australian Computer-Human interaction Special interest Group:
Design: Open 24/7, 2009.

Osterwalder D, Trust Through Evaluation and Certification. So-cial Science Computer Review. Sage
Publications, Inc., 19(1):32-46, 2005.

Best SJ, Kreuger BS, Ladewig J, The effect of risk perceptions on online political participatory
decisions. Journal of Information Tech-nology& Politics, 4, 2005.

Nissenbaum H, Can Trust be Secured Online? A theoretical perspective. Etica e Politica, 2, 1999.

Giff S, The Influence of Metaphor, Smart Cards and Interface Dialogue on Trust in eCommerce, MSc
project, University College London, 2000.

R.J.W. Welten (Rob). Towards the cloud-The role of trust and perceived privacy risk on the adoption
of cloud computing, MasterThesis, Tilburg University, Netherlands, 2009.

Pearson S, Casassa Mont M, Crane S, Persistent and Dynamic Trust: Analysis and the Related Impact
of Trusted Platforms. In: Trust Management, Proc. iTrust 2005, LNCS 3477, Peter Herrmann, Valérie
Issarny, Simon Shiu (eds), 355-363, 2005

Email: iau.hashemi@gmail.com


http://cloudsecurityalliance.org/guidance/csaguide.v2.1.pdf
mailto:iau.hashemi@gmail.com

A PROVENANCE-POLICY BASED ACCESS
CONTROL MODEL FOR DATA USAGE
VALIDATION IN CLOUD

Muralikrishnan Ramane', Balaji Vasudevan? and Sathappan Allaphan’

123Department of Information Technology, University College of Engineering
Villupuram, Tamilnadu, India

ABSTRACT

In an organization specifically as virtual as cloud there is need for access control systems to
constrain users direct or backhanded action that could lead to breach of security. In cloud, apart
from owner access to confidential data the third party auditing and accounting is done which
could stir up further data leaks. To control such data leaks and integrity, in past several security
policies based on role, identity and user attributes were proposed and found ineffective since they
depend on static policies which do not monitor data access and its origin. Provenance on the
other hand tracks data usage and its origin which proves the authenticity of data. To employ
provenance in a real time system like cloud, the service provider needs to store metadata on the
subject of data alteration which is universally called as the Provenance Information. This paper
presents a provenance-policy based access control model which is designed and integrated with
the system that not only makes data auditable but also incorporates accountability for data
alteration events.
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