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ABSTRACT 
 

The significance of identity management has escalated in today's digital environment, where 

sensitive information is frequently at risk of breaches and unauthorized access. This research aims 

to investigate the best governance and administrative practices to enhance identity management 

systems, with a focus on security, privacy, and usability. By analyzing current industry standards, 

regulations, and technological advancements, the study intends to provide valuable insights for 

organizations seeking to improve their identity management capabilities. The research employs a 

mixed-methods approach, combining quantitative surveys and data analysis with qualitative 

interviews, to achieve a comprehensive understanding of current practices and challenges in 

identity governance and administration. Key components such as authentication, authorization, 

and access control are examined, with practical recommendations provided to enhance identity 

management strategies. The study emphasizes the importance of adopting role-based access 

control (RBAC), continuous monitoring and compliance, identity lifecycle management, and 

integrating identity governance with IT infrastructure. Additionally, it highlights the significance 

of effective password management, robust authentication measures, and the implementation of 

Single Sign-On (SSO) solutions to improve security and user experience. The research also 

underscores the critical role of data encryption and protection measures in safeguarding sensitive 

information and mitigating data breach risks. By adhering to best practices in identity 

management, organizations can strengthen their overall cybersecurity posture, ensure regulatory 

compliance, and build trust among stakeholders in an increasingly complex digital landscape. 
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ABSTRACT 
 

This study examines the evolving discourse on intellectual property rights (IPR) within the 

metaverse's Korean context, facilitated by the BIGKinds analytics program. As the metaverse 

transitions from a nascent concept to a complex reality, it reshapes digital interactions and poses 

new challenges for IPR, necessitating a comprehensive investigation into societal interest and 

legal discourse. The findings reveal a significant surge in metaverse-related IPR engagement over 

the past three years, aligning with the broader digital shift amid the COVID-19 pandemic. This 

pattern suggests an increasing need for nuanced legal approaches to copyright, trademark, and 

design patent protection in virtual environments. Thus, the urgency for legal reform to 

accommodate the metaverse's unique characteristics, the necessity for international collaboration 

on IPR in a borderless digital domain, and the intersection of technological advances, like NFTs 

and blockchain, with legal frameworks impacting creators' rights. As a result, this study provides 

policymakers and the digital community with real-time guidance on protecting intellectual 

property amid the transformative growth of the metaverse. 
 

KEYWORDS 

 
Metaverse, Intellectual property rights, BIGKinds, Discourse    

 

For More Details: https://aircconline.com/ijsptm/V13N2/13224ijsptm01.pdf 

 

Volume Link: https://airccse.org/journal/ijsptm/vol13.html 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://aircconline.com/ijsptm/V13N2/13224ijsptm01.pdf
https://airccse.org/journal/ijsptm/vol13.html


REFERENCES 
 
[1] Hu, Y., & Liu, C. (2022). The ‘metaverse society’: Beyond the discourse intrinsic potential and 

transformative impact. Metaverse, Vol. 3, No. 2, p 14.  
[2] Cheng, S. (2024). Applications of Web 3.0. InWeb 3.0: Concept, Content and Context(pp. 109-145). 

Singapore: Springer Nature Singapore.  
[3] Mishra, S., Arora, H., Parakh, G., & Khandelwal, J. (2022, June). Contribution of blockchain in 

development of metaverse. In2022 7th international conference on communication and electronics systems 

(ICCES)(pp. 845-850). IEEE.  
[4] Cheng, S. (2024). Applications of Web 3.0. InWeb 3.0: Concept, Content and Context(pp. 109-145). 

Singapore: Springer Nature Singapore.  
[5] Aaron, L. S., & Roche, C. M. (2015). Intellectual Property Rights of Faculty in the Digital Age— 

Evolution or Dissolution in 21st Century Academia?.Journal of Educational Technology Systems, Vol. 43, 

No. 3, pp 320-341.  
[6] Vig, S. (2022). Intellectual property rights and the metaverse: An Indian perspective. The Journal of World 

Intellectual Property, Vol. 25, No. 3, pp 753-766.  
[7] Joy, A., Zhu, Y., Peña, C., & Brouard, M. (2022). Digital future of luxury brands: Metaverse, digital 

fashion, and non‐fungible tokens. Strategic change, Vol. 31, No. 3, pp 337-343.  
[8] Suzuki, S. N., Kanematsu, H., Barry, D. M., Ogawa, N., Yajima, K., Nakahira, K. T., ... & Yoshitake, M. 

(2020). Virtual Experiments in Metaverse and their Applications to Collaborative Projects: The framework 

and its significance. Procedia Computer Science, Vol.176, pp 2125-2132.  
[9] Lee, D., & Kwon, H. (2022). Keyword analysis of the mass media’s news articles on maker education in 

South Korea. International Journal of Technology and Design Education, Vol. 32, No.1, pp 333-353.  
[10] Lee, S., Lee, J., Lee, J. M., Chun, H. W., & Yoon, J. (2023). A Network Analysis Approach to Detecting 

Social Issues with Web-Based Data. Applied Sciences, Vol.13, No.14, p 8516.  
[11] Park, D., Kim, D., & Park, A. H. (2024). Agendas on Nursing in South Korea Media: Natural Language 

Processing and Network Analysis of News From 2005 to 2022. Journal of Medical Internet Research, Vol. 

26, p e50518.  
[12] Ritterbusch, G. D., & Teichmann, M. R. (2023). Defining the metaverse: A systematic literature review. 

Ieee Access, Vol. 11, p 12368-12377.  
[13] Cheng-Han, T., & Kiat-Boon, D. S. (2023). The Metaverse beyond the internet. Law, Innovation and 

Technology, Vol.15, No. 2, pp 313-356.  
[14] Koohang, A., Nord, J. H., Ooi, K. B., Tan, G. W. H., Al-Emran, M., Aw, E. C. X., ... & Wong, L. W. 

(2023). Shaping the metaverse into reality: a holistic multidisciplinary understanding of opportunities, 

challenges, and avenues for future investigation. Journal of Computer Information Systems, Vol. 63, No. 3, 

pp 735-765.  
[15] Bibri, S. E., & Jagatheesaperumal, S. K. (2023). Harnessing the potential of the metaverse and artificial 

intelligence for the internet of city things: Cost-effective XReality and synergistic AIoT technologies. 

Smart Cities, 6(5), 2397-2429 
[16] Jiang, Y., Kang, J., Niyato, D., Ge, X., Xiong, Z., Miao, C., & Shen, X. (2022). Reliable distributed 

computing for metaverse: A hierarchical game-theoretic approach. IEEE Transactions on Vehicular 

Technology, 72(1), 1084-1100.  
[17] Hwang, G. J., & Chien, S. Y. (2022). Definition, roles, and potential research issues of the metaverse in 

education: An artificial intelligence perspective. Computers and Education: Artificial Intelligence, 3, 

100082.  
[18] Büchel, H., & Spinler, S. (2024). The impact of the metaverse on e-commerce business models–A delphi-

based scenario study. Technology in Society, 102465.  
[19] Onderdijk, K. E., Bouckaert, L., Van Dyck, E., & Maes, P. J. (2023). Concert experiences in virtual reality 

environments. Virtual Reality, Vol. 27, No.3, pp 2383-2396. 
[20] Heo, J., Kim, D., Jeong, S. C., Kim, M., & Yoon, T. H. (2022). Examining Participant’s perception of 

SPICE factors of metaverse MICE and its impact on Participant’s loyalty and behavioral intentions. In 

Emotional Artificial Intelligence and Metaverse (pp. 183-197). Cham: Springer International Publishing.  
[21] Belk, R., Humayun, M., & Brouard, M. (2022). Money, possessions, and ownership in the Metaverse: 

NFTs, cryptocurrencies, Web3 and Wild Markets. Journal of Business Research, Vol. 153, pp 198-205.  
[22] Hosseini, S., Abbasi, A., Magalhaes, L. G., Fonseca, J. C., da Costa, N. M., Moreira, A. H., & Borges, J. 

(2024). Immersive Interaction in Digital Factory: Metaverse in Manufacturing. Procedia Computer 

Science, Vol. 232, pp 2310-2320.  
[23] Allam, Z., Sharifi, A., Bibri, S. E., Jones, D. S., & Krogstie, J. (2022). The metaverse as a virtual form of 

smart cities: Opportunities and challenges for environmental, economic, and social sustainability in urban 

futures. Smart Cities, Vol.5, No.3, pp771-801.  



[24] Seo, Y. S., & Kang, A. (2023). “Negative Attributes of the Metaverse Based on Thematic Analysis of 

Movie and .” International Journal of Computer Graphics & Animation, Vol.13, No.1, pp1-10.  
[25] Romer, P. (2002). “When should we use intellectual property rights?” American Economic Review, 

Vol.92, No.2, pp 213-216.  
[26] Kim, Y. K., Lee, K., Park, W. G., & Choo, K. (2012). Appropriate intellectual property protection and 

economic growth in countries at different levels of development. Research policy, Vol. 41, No.2, pp 358-

375 
[27] Gaikwad, A., & Dhokare, C. S. (2020). A Study of intellectual property rights and its significance for 

business. Journal of Information and Computational Science, Vol. 10, No. 2, pp 552-561.  
[28] Yecies, B., Shim, A., Yang, J., & Zhong, P. Y. (2020). Global transcreators and the extension of the 

Korean webtoon IP-engine. Media, Culture & Society, Vol. 42, No.1, pp 40-57.  
[29] Lee, K., Kim, J., Oh, J., & Park, K. H. (2013). Economics of intellectual property in the context of a 

shifting innovation paradigm: A review from the perspective of developing countries. Global Economic 

Review, Vol.42, No.1, pp 29-42.  
[30] Kim, Y., Kim, D., Park, S., Kim, Y., Hong, J., Hong, S., ... & Oh, H. (2023). A Proposed Settlement and 

Distribution Structure for Music Royalties in Korea and Their Artificial Intelligence-Based Applications. 

Applied Sciences, Vol. 13, No.19, p 11109.  
[31] Roh, T., Lee, K., & Yang, J. Y. (2021). How do intellectual property rights and government support drive a 

firm's green innovation? The mediating role of open innovation. Journal of Cleaner Production, Vol.317, p 

128422.  
[32] Kang, S., & Kim, S. (2022). Lessons Learned from Topic Modeling Analysis of COVID-19 News to 

Enrich Statistics Education in Korea. Sustainability, Vol.14, No. 6, p 3240.  
[33] Bamakan, S. M. H., Nezhadsistani, N., Bodaghi, O., & Qu, Q. (2022). Patents and intellectual property 

assets as non-fungible tokens; key technologies and challenges. Scientific Reports, Vol. 12, No.1, p 2178.  
[34] Lin, J., Long, W., Zhang, A., & Chai, Y. (2020). Blockchain and IoT-based architecture design for 

intellectual property protection. International Journal of Crowd Science, Vol.4, No.3, pp 283-293.  
[35] Schultze, U. (2014). Performing embodied identity in virtual worlds. European Journal of Information 

Systems, Vol. 23, No.1, pp 84-95.  
[36] Snowdon, D., Churchill, E. F., & Munro, A. J. (2001). Collaborative virtual environments: Digital spaces 

and places for CSCW: An introduction. In Collaborative virtual environments: Digital places and spaces 

for interaction (pp. 3-17). London: Springer London.  
[37] Coleman, R., McCombs, M., Shaw, D., & Weaver, D. (2009). Agenda setting. InThe handbook of 

journalism studies (pp. 167-180). Routledge. 
 

AUTHORS 

 
The first author, Ye-Sol Seo, is affiliated with the Department of Global Culture & 

Contents at  Hankuk University of Foreign Studies. 

 

 

 

 

The second author, Hyo-Min Kim, is affiiliated with the Department of Korean and 

Chinese Culture at Hankuk University of Foreign Studies.  

 

 

 

 

 

Austin Kang is the corresponding author and has been involved in numerous writing 

and academic activities. 

 

 

 



TECHNICAL ANALYSIS ON THE CYBER 

ORGANIZATIONAL CRIMINOLOGY OF 

DICTATORIAL MILITARY CONDUCTS 

EXPERIENCE FROM HUMAN TRAFFICKING 

AND COERCIONS BY MILITARY CYBER 

AGGRESSIONS 

 
Yang Pachankis  

 

Ordained Minister, Universal Life Church, Modesto, CA, USA 
 

ABSTRACT 

 

The reformulated paper after the proceeding of the NCWMC 2022 recovers some previous 

manuscripts intercepted by the PLA of PRC for covert military operations with intrusions in global 

investment and financial systems. The crimes are analytically conducted through cloud servers and I/O 

for intelligence gathering. The information contained in the manuscripts with THEIR informatics not 

only could have led to further economic-financial surrogation of the PLA in American economy with 

investments, but also threats American national security through ontological calculation frameworks 

with artificial intelligence and further calculative power assertions - apart from the threats of outer 

space peace and security. It can be the reason behind the black hole and white hole observational 

results with the signal-satelliteinformation approach to general relativity manuscripts. A preliminary 

conception for defense strategy is proposed with previous insights and post facto security breaches to 

USA Space Command directly and national security conductively. 
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ABSTRACT 
 

Online Social Networks (OSNs) such as Facebook are extremely popular in Bangladesh, not only 

to the younger generations, but also to the people from other age categories as well. However, due 

to different socio-technological factors, the security and privacy awareness of Bangladeshi 

Facebook users have remained questionable. This is also evident in the wake of a number of 

incidents reported while using Facebook, particularly involving women users. There have been a 

few research studies to investigate different security and privacy concerns of Bangladeshi users. 

However, none of the existing has is comprehensive enough focusing only on female users. In 

this paper, we aim to fill in this gap by presenting a study on security and privacy concerns while 

using different Online Social Networks such as Facebook among female users in Bangladesh. We 

conducted an online survey of 203 Bangladeshi female Facebook users. We analyzed the survey 

statistics to study the general trend of behavior, practices, and expectations pertaining to secure 

Facebook usage and different privacy preferences. The study reveals that female users are 

concerned about their data privacy, however, 67% participants feel safe and secure while using 

Facebook and 33% participants do not think that Facebook takes necessary steps to protect users’ 

data privacy on the web. We suggest that such a study can help researchers identify the privacy 

concerns in using social networking sites/apps such as Facebook to focus on building secure and 

privacy-friendly technologies to protect users from online crimes and harassment in developing 

countries. 
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ABSTRACT 
 

Behavioral biometric authentication is considered as a promising approach to securing the 

internet of things (IoT) ecosystem. In this paper, we investigated the need and suitability of 

employing voice recognition systems in the user authentication of the IoT. Tools and techniques 

used in accomplishing voice recognition systems are reviewed, and their appropriateness to the 

IoT environment are discussed. In the end, a voice recognition system is proposed for IoT 

ecosystem user authentication. The proposed system has two phases. The first being the 

enrollment phase consisting of a pre-processing step where the noise is removed from the voice 

for the enrollment process, the feature extraction step where feature traits are extracted from 

user’s voice, and the model training step where the voice model is trained for the IoT user. And 

the second being the phase verifies whether the identity claimer is the owner of the IoT device. 

Based on the resources limitedness of the IoT technologies, the suitability of text-dependent voice 

recognition systems is promoted. Likewise, the use of MFCC features is considered in the 

proposed system. 
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ABSTRACT 

Medical health records often contain clinical investigations results and critical information 

regarding patient health conditions. In these medical records, along with patient health 

information, patient Protected Health Information (PHI) such as names, locations and date 

information can co-exist. As per Health Insurance Portability and Accountability Act (HIPAA), 

before sharing the medical records with researchers and others, all types of PHI information needs 

to be de-identified. Manual de-identification through human annotators is laborious and error 

prone, hence, a reliable automated de-identification system is need of the hour. 

 

In this work, various state of the art techniques for de-identification of patient notes in electronic 

health records were analyzed for their performance, based on the performance quoted in the 

literature, NeuroNER was selected to de-identify Indian Radiology reports. NeuroNER is a 

named-entity recognition text de-identification tool developed by Massachusetts Institute of 

Technology (MIT). This tool is based on the Artificial Neural Networks written in Python and 

uses Tensorflow machine-learning framework and it comes with five pre-trained models. 

 

To test the NeuroNER models on Indian context data such as name of the person and place, 3300 

medical records were simulated. Medical records were simulated by extracting clinical findings, 

remarks from MIMIC-III data set. For collection of all the relevant Indian data, various websites 

were scraped to include Indian names, Indian locations (all towns and cities), and Indian Hospital 

and unit names. During the testing of NeuroNER system, we observed that some of the Indian 

data such as name, location, etc. were not de-identified satisfactorily. To improve the 

performance of NeuroNER on Indian context data, along with the existing NeuroNER pre-trained 

model, a new pre-trained model was added to handle Indian medical reports. Medical dictionary 

lookup was used to reduce number of misclassifications. Results from all four pre-trained models 

and the model trained on Indian simulated data were concatenated and final PHI token list was 

generated to anonymize the medical records to obtain de-identified records. Using this approach, 

we improved the applicability of the NeuroNER system to Indian data and improved its efficiency 

and reliability. 2000 simulated reports were used for transfer learning as training set, 1000 reports 

were used for test set and 300 reports were used for validation (unseen) set. 
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ABSTRACT 
 

The research problem considered in this paper is how to protect wireless sensor networks (WSN) 

against cyber-threats by applying trust management and how to strengthen network resilience to 

attacks targeting the trust management mechanism itself. A new method, called WSN 

Cooperative Trust Management Method (WCT2M), of distributed trust management in multi-

layer wireless sensor networks is proposed and its performance is evaluated. The method is 

specified by giving its class model in UML and by explaining the related attributes and methods. 

Different attacks against the network and against WCT2M deployed in the network are 

considered. The experimental evaluation of WCT2M involves laboratory experiments and 

simulations using a dedicated simulator. The evaluation focuses on efficiency of detecting and 

isolating the malicious nodes that implement different attack scenarios in the network and on the 

method’s sensitivity to the changes in effectiveness of the security mechanisms deployed in the 

network nodes. 

 
KEYWORDS 
 

Wireless Sensor Network; trust management; security threat; attack scenario; simulation 

 

For More Details: https://aircconline.com/ijsptm/V7N4/7418ijsptm01.pdf 

 

Volume Link: https://airccse.org/journal/ijsptm/vol7.html 

 

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://aircconline.com/ijsptm/V7N4/7418ijsptm01.pdf
https://airccse.org/journal/ijsptm/vol7.html


REFERENCES 
 

[1] Y. Zhiyng, K. Daeyoung, L. Insun, K. Kiyoung and J. Jongsoo, "A Security Framework with Trust 

Management for Sensor Networks," in Proc. Workshop of the 1st International Conference on Security and 

Privacy for Emerging Areas in Communication Networks, Athens, IEEE, 2005, pp. 184- 192. 

[2] ZigBee Alliance, "Standards: ZigBee Specification," 28 01 2017. [Online]. Available: 

http://www.zigbee.org/download/standards-zigbee-specification/. [Accessed 05 11 2017]. 

[3] IEEE, "Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications for Low Rate 

Wireless Personal Area Networks (LR-WPANs)," IEEE Press, New York, 2003. 

[4] ANGEL, "Description of Final Angel Demonstrator," 6th FR STREP Project: Advanced Networked 

embedded platform as a Gateway to Enhance quality of Life (ANGEL), Deliverable 5.2, 2008. 

[5] A. Keshavarzian, H. Lee and L. Venkatraman, "Wakeup Scheduling in Wireless Sensor Networks," in 

Proceeding of the 7th ACM International Symposium on Mobile ad hoc networking and computing, 

Florence, Italy, ACM, 2006, pp. 322-333. 

[6] J. Górski and A. Turower, "Assessing the time effectiveness of trust management in fully synchronised 

wireless sensor networks," in Design, development and implementation of real-time systems; Trybus L. & 

Mastalerz M.W. (eds), Szczecin, Poland, PTI, 2013, pp. 31-42. 

[7] N. I. Blatt, "Operational Trust: A New Look at the Human Requirement in Network Centric Warfare," in 

9th International Command and Control Research and Technology Symposium (ICCRTS): Coalition 

Transformation: An Evolution of People, Processes and Technology to Enhance Interoperability; Leoni 

Warne (ed), Copenhagen, Danmark, Command and Control Research Program (US), 2004, pp. 1-17. 

[8] J. Górski, A. Turower and A. Wardziński, "Distributed Trust Management Model for Wireless Sensor 

Networks," in Monographs of system dependability: Problems of dependability and modelling; 

Mazurkiewicz J., Sugier J., Walkowiak T. & Michalska K. (eds), Wrocław, Poland, Oficyna WYdawnicza 

Politechniki Wrocławskiej, 2011, pp. 83-94. 

[9] T. Zahariadis, H. C. Leligou, P. Trakadas and S. Voliotis, "Trust management in wireless sensor 

networks," Transactions on Emerging Telecommunications Technologies, vol. 21, pp. 386-395, 2010.  

[10] Y. Yu, K. Li, W. Zhou and P. Li, "Trust mechanisms in wireless sensor networks: Attack analysis and 

countermeasures," Journal of Network and Computer Applications, vol. 35, vol. 35, pp. 867-880, 2012.  

[11] J. Lopez, R. Roman, I. Agudo and C. Fernandez-Gago, "Trust management systems for wireless sensor 

networks: Best practices," Journal of Network and Computer Applications, vol. 35, vol. 33, pp. 1086-1093,  

2010. 

[12] F. Buccafurri, L. Coppolino, S. D’Antonio, A. Garofalo, G. Lax, A. Nocera and L. Romano, "TrustBased 

Intrusion Tolerant Routing in Wireless Sensor Networks," in Computer Safety, Reliability, and Security. 

SAFECOMP 2014, Lecture Notes in Computer Science; Bondavalli A., Di Giandomenico F. (eds), vol. 1, 

Florence, Italy, Springer, 2014, pp. 214-229.  

[13] R. Abassi and S. G. El Fatmi, "Countering the Collusion Attack in a Trust-based MANET," in Proceedings 

of the European, Mediterranean & Middle Eastern Conference on Information Systems 2015; Kostantinos 

Lambrinoudakis, Vincenzo Morabito & Marinos Themistocleous (eds)., vol. 1, Athens, Greece, 2015, pp. 

575-585. 

[14] R. Perlman, "An overview of PKI trust models," IEEE Network, vol. 36, vol. 13, no. 6, pp. 38-43, 1999.  

[15] H. Chen, H. Wu, X. Zhou and C. Gao, "Agent-based Trust Model in Wireless Sensor Networks," in Proc. 

International Conference on Multimedia and Ubiquitous Engineering, Busan, Korea, IEEE, 2008, pp. 150-

154. 

[16] H. Chen, H. Wu, X. Zhou and C. Gao, "Reputation-based Trust in Wireless Sensor Networks," in Proc. 

International Conference on Multimedia and Ubiquitous Engineering, Seoul, Korea, IEEE, 2007, pp. 603-

607. 

[17] A. Boukerche and X. Li, "An Agent-based Trust and Reputation Management Scheme for Wireless Sensor 

Networks," in Proc. IEEE Global Telecommunications Conference, St. Louis, USA, IEEE, 2005, pp. 1857-

1861. 

[18] J. Konorski and R. Orlikowski, "DST-Based Detection of Non-cooperative Forwarding Behavior of 

MANET and WSN Nodes," in ireless and Mobile Networking. IFIP Advances in Information and 

Communication Technology, vol 308, Berlin, Springer, 2009, pp. 185-196.   

[19] [N. Labraoui, "A reliable trust management scheme in wireless sensor networks," in 12th International 

Symposium on Programming and Systems, Algiers, Algeria, IEEE, 2015, pp. 1-6.  

[20] W. Fang, W. Zhang, Y. Yang, Y. Liu and W. Chen, "A resilient trust management scheme for defending 

against reputation time-varying attacks based on BETA distribution," Science China Information Sciences, 

vol. 60, no. 4, pp. 1-11, 2017. 

[21] C. Karlof and D. Wagner, "Secure Routing in Wireless Sensor Networks: Attacks and Countermeasures," 

in First IEEE International Workshop on Sensor Network Protocols and Applications (SNPA 03), 



Anchorage, Alaska, IEEE, 2003, pp. 113-127.  

[22] Y. Sun, Z. Han and K. Liu, "Defense of Trust Management Vulnerabilities in Distributed Networks," 

Communications Magazine, vol. 46, no. 46, pp. 112-119, 31 March 2008.  

[23] B. Mamalis, D. Gavalas, C. Konstantopoulos and G. Pantziou, "Clustering in Wireless Sensor Networks," 

in RFID and Sensor Networks: Architectures, Protocols, Security, and Integrations, L. Y. Y. Zhang (ed.), 

CRC Press, 2009, pp. 324-353.  

[24] Texas Instruments, "CC2520 Development Kit," 10 07 2017. [Online]. Available: 

http://www.ti.com/tool/cc2520dk. [Accessed 05 11 2017].  

[25] NetBeans, "NetBeans IDE Features," 10 07 2017. [Online]. Available: 

https://netbeans.org/features/index.html. [Accessed 05 11 2017].  

[26] Java, "Java," 10 07 2017. [Online]. Available: http://www.java.com. [Accessed 05 11 2017].  

[27] JGraph Ltd, "JGraph," 10 07 2017. [Online]. Available: http://www.jgraph.com/. [Accessed 05 11 2017].  

[28] R. van Solingen and E. Berghout, The Goal/Question/Metric method: A practical guide for quality 

improvement of software development, McGraw-Hill Publishing Company, 1999.  

[29] A. Turower, "Trust Management Method for Wireless Sensor Networks (Doctoral dissertation)," 2017. 

[Online]. Available: https://mostwiedzy.pl/publication/download/1/trust-management-methodfor-wireless-

sensor-networks_16168.pdf. [Accessed 5 11 2017].  

[30] E. Bulut, Z. Wang and B. K. Szymanski, "The Effect of Neighbor Graph Connectivity on Coverage 

Redundancy in Wireless Sensor Networks," Communications (ICC), 2010 IEEE International Conference 

on, pp. 1 - 5, 2010.  

[31] F. Delicato, F. Protti, J. F. De Rezende, L. Rust and L. Pirmez, "Application-driven node management in 

multihop wireless sensor networks," Lecture Notes in Computer Science, pp. 569-576, 2005. 

[32] A. Jhumka and L. Mottola, "On Consistent Neighborhood Views in Wireless Sensor Networks," Reliable 

Distributed Systems, 2009. SRDS '09. 28th IEEE International Symposium on, pp. 199 - 208, 2009. 

[33] W. Ye, J. Heidemann and D. Estrin, "An Energy-Efficient MAC Protocol for Wireless Sensor Networks," 

in Proc. INFOCOM 2002. Twenty-First Annual Joint Conference of the IEEE Computer and 

Communications Societies, New York, USA, IEEE, 2002, pp. 1567-1576. [2] Gizem, Aksahya & Ayese, 

Ozcan (2009) Coomunications & Networks, Network Books, ABC Publishers. 

 

AUTHORS 
 
Janusz Górski is a professor at the Department of Software Engineering, Gdansk University 

of Technology in Poland where he is leading the Information Assurance Group (IAG) 

http://iag.pg.gda.pl/iag/.  

 

 

 

 

 

Alan Turower is presently a cloud software developer and a design lead at Intel Technology 

Poland company. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

PERUSAL OF INTRUSION DETECTION AND 

PREVENTION SYSTEM ON A MANET WITH BLACK 

HOLE ATTACK:ISSUES AND CHALLENGES 
 

Marepalli Radha1 and C.V.Guru Rao2 

 
1Department of computer science and engineering, Adam‟s college, Paloncha, Telangana, India 

2SR Enginnering College, Warangal, Telangana, India 

 

 

ABSTRACT 
 

MANET is a self configuring network of nodes which is a wireless . The nodes in this network 

move randomly .Mobility of nodes is more. The nodes are dynamic and infrastructure less ,self 

maintainable. In MANET there are many types of security attacks like Blackhole, greyhole 

attack, wormhole, jellyfish etc. When the MANET is under blackhole attack there is a loss of 

energy which is high at the node resulting in loss of battery backup and also excess of bandwidth 

may be consumed by the attacker. The attacker is an insider. Among various mobility models to 

generate mobility patterns the Random waypoint mobility model is used .To solve these issues an 

IDPS framework for MANET using image processing techniques under blackhole attack is 

proposed to detect the blackhole attack RREP by providing security services like authentication 

and confidentiality. 
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ABSTRACT 
 

A thorough review of trust models is carried out in this paper to reveal the key capabilities of existing 

trust models and compare how they differ among disciplines. Trust decisions are risky due to 

uncertainties and the loss of control. On the other hand, not trusting might mean giving up some 

potential benefits. Advances in electronic transactions, mutliagent systems, and decision support 

systems create a necessity to develop trust and reputation models. The development of such models 

will allow for trust reasoning and decisions to be made in situations with high risk and uncertainty. In 

recent years, several attempts have been made to model reputation and trust. However, perceiving 

trust differently and the lack of having a unified trust definition are among the main causes of the 

proliferation of many trust models across different disciplines. 
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ABSTRACT 
 

The aim of the study is to explore cross-cultural differences in users’ location privacy behaviour 

on LBSNs (location-based social networks) in China, the Netherlands and Korea. The study 

suggests evidence that Chinese, Dutch and Korean users exhibit different location privacy 

concerns, attitudes to social influence, perceived privacy control and willingness to share 

location-related information on LBSNs. The results show that in general, the more concerned 

users are about location privacy, the less they are willing to share and it also suggests that 

location privacy concern and social influence affect each other. Furthermore, the more control 

people perceive they have over their privacy, the more they are willing to share location 

information. A negative relationship between willingness to share location information and users’ 

actual sharing of location information was seen. In short, it is concluded that the relation between 

cultural values and location privacy behaviours only have a partial connection. 
 

KEYWORDS 

 
Privacy online, individualism, social influence, Asia, Europe   

 

For More Details: https://aircconline.com/ijsptm/V5N4/5416ijsptm01.pdf 

 

Volume Link: https://airccse.org/journal/ijsptm/vol5.html 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://aircconline.com/ijsptm/V5N4/5416ijsptm01.pdf
https://airccse.org/journal/ijsptm/vol5.html


REFERENCES 
 
[1] Westin, A. (1967). Privacy and Freedom. New York: Atheneum 

[2] Stone, E. F., Gueutal, H., Gardner, D. & McClure, S. (1983). A field experiment comparing information-

privacy values, beliefs, and attitudes across several types of organizations. Journal of Applied Psychology 

68, 459-468. 

[3] Dhar, S., & Vahrsney, U. (2011). Challenges and business models for mobile location-based services and 

advertising. Communications of the ACM 54(5), 121-129 

[4] Fusco, S. J., Michael, K., & Michael, M. (2010). Using a social informatics framework to study the effects 

of location-based social networking on relationships between people: A review of literature. IEEE 

International Symposium on Technology and Society (ISTAS), 157-171. 

[5] Beresford, A. R., & Stajano, F. (2003). Location privacy in pervasive computing. IEEE Pervasive 

Computing 2(1), 46-55. 

[6] Webroot (2010), Survey Finds Geolocation Apps Prevalent Amongst Mobile Device Users, But 55% 

Concerned About Loss of Privacy (www.webroot.com). 

[7] Madden, M., & Smith, A. (2010). Reputation management and social media. Pew Internet & American 

Life Project. Pew Research Center (www.pewinternet.org). 

[8] Venkatesh, V., Morris, M., Davis, G., & Davis, F. (2003). User acceptance of information technology: 

Toward a unified view. MIS Quarterly 27, 425-478. 

[9] Ajzen, I. (1991). The Theory of Planned Behavior. Organizational Behavior and Human Decision 

Processes 50, 179-211. 

[10] Loch, K. & Conger, S. (1996). Evaluating ethical decision making and computer use. Communications of 

the ACM 39 (7), 74-83.  

[11] Hsu, M. & Kuo, F. (2003). The effect of organization-based self-esteem and deindividuation in protecting 

personal information privacy. Journal of Business Ethics 42, 305-320.  

[12] Zeng, Z., Hu, X. & Mei, S. (2013). Factors affecting a mobile application’s acceptance: An empirical study 

of user acceptance of WeChat in China. Jonkoping International Business School, Jonkoping University.  

[13] Xu, H., Teo, H., Tan, B. & Ritu A. (2012). Effects of individual self-protection, industry selfregulation, 

and government regulation on privacy concerns: A study of location-based services. Information Systems 

Research 23, 1342-1363.  

[14] Notermans, R. (2013). To share or not to share? The personal aspects of online privacy behavior. Tilburg 

University.  

[15] Triandis, H., Bontempo, R., Villareal, M., Asai, M. & Lucca, N. (1988). Individualism and collectivism: 

Cross-cultural perspectives on self-ingroup relationships. Journal of Personality and Social Psychology 54, 

323-338. 

[16] Hofstede, G. (2001). Culture’s consequences: Comparing values, behaviors, institutions, and organizations 

across nations. Thousand Oaks, CA: Sage.  

[17] McSweeney, B. (2002). Hofstede's model of national cultural differences and their consequences: A 

triumph of faith - a failure of analysis, Human Relations 55, 89-118.  

[18] Hofstede, G. (2002). Dimensions do not exist: A reply to Brendan McSweeney. Human Relations 55, 

1355-1361.  

[19] Milberg, S., Smith, J. & Burke, S., (2000). Information privacy: Corporate management and national 

regulation. Organization Science 11, 35-57.  

[20] Ting-Toomey, S. (1991). Intimacy expressions in three cultures: France, Japan, and the United States. 

International Journal of Intercultural Relations 15, 29-46.  

[21] Bellman, S., Johnson, E., Kobrin, S., & Lohse, G. (2004). International differences in information privacy 

concerns: A global survey of consumers. The Information Society 20(5), 313-324.  

[22] Lowry, P., Cao, J., & Everard, A. (2011). Privacy concerns versus desire for interpersonal awareness in 

driving the use of self-disclosure technologies: The case of instant messaging in two cultures. Journal of 

Management Information Systems 27(4), 163-200.  

[23] Consolvo, S., et al. (2005). Location disclosure to social relations: why, when, & what people want to 

share. Proceedings of the SIGCHI conference on human factors in computing systems, 81-90.  

[24] Wiese, J., et al. (2011). Are you close with me? Are you nearby? Investigating social groups, closeness, 

and willingness to share. Proceedings of the 13th international conference on ubiquitous computing 197-

206. 

[25] Kitayama, S., Markus, H., Matsumoto, H. & Norasakkunkit, V. (1997). Individual and collective process 

in the construction of the self: Self-enhancement in the United States and self-criticism in Japan. Journal of 

Personality and Social Psychology 72, 1245-1267. 

[26] Herrmann-Pillath, C. (2010). Social capital, Chinese style: individualism, relational collectivism and the 

cultural embeddedness of the institutions-performance link. China Economic Journal 2, 325-350.  



[27] Oyserman, D., Coon, H. & Kemmelmeier, M. (2002). Rethinking individualism and collectivism: 

Evaluation of theoretical assumptions and meta-analyses. Psychological Bulletin 128, 3-72.  

[28] Han, M., Yoshiyuki I., Kim, S. & Zhang, W. (2009). The application of culture bounded selfconstrual 

model: A comparative study between three countries in Northeast Asia. Journal of Korean Psychology 

Association 28(1), 49-66. 

[29] Kwon, J. & Oh, D. (2010). An examination of thirty-year cross-cultural research in Korea: the case of 

Hofstede’s cultural values. International Business Management Review 14 (4), 1-32.  

[30] Li, H., Zhang, Z., Bhatt, G., & Yum, Y. (2006). Rethinking culture and self-construal: China as a middle 

land. The Journal of Social Psychology 146, 591-610.  

[31] Buchanan, T., Paine, C., Joinson, A. & Reips, U. (2007). Development of measures of online privacy 

concern and protection for use on the internet. Journal of the American Society for Information and 

Science and Technology 58, 157-165.  

[32] Chen, R. Wang, J., Heratch, T. & Rao, H. (2011). An investigation of email processing from a risky 

decision making perspective. Decision Support Systems 52, 73-81. 

 

AUTHORS 
 
Peter Broeder investigates intercultural aspects of online marketing communications and 

consumer behaviour. These issues are addressed in Europe and Asia (www.broeder.com).  

 

 

 

Yujin Lee obtained her master’s degree from Tilburg University (the Netherlands) in 2014. 

Currently she is a Business Development Manager at Research Instruments, Falmouth (United 

Kingdom). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


	Abstract
	The significance of identity management has escalated in today's digital environment, where sensitive information is frequently at risk of breaches and unauthorized access. This research aims to investigate the best governance and administrative pract...
	Keywords
	Ye-Sol Seo1, Hyo-Min Kim2 and Austin Kang3
	1Department of Global Culture & Contents, Hankuk University of Foreign Studies
	2Department of Korean and Chinese Culture, Hankuk University of Foreign Studies
	3Department of Medicine, Seoul National University, Seoul, Republic of Korea
	Abstract (1)
	This study examines the evolving discourse on intellectual property rights (IPR) within the metaverse's Korean context, facilitated by the BIGKinds analytics program. As the metaverse transitions from a nascent concept to a complex reality, it reshap...
	Keywords (1)
	Abstract (2)
	Online Social Networks (OSNs) such as Facebook are extremely popular in Bangladesh, not only to the younger generations, but also to the people from other age categories as well. However, due to different socio-technological factors, the security and ...
	Keywords (2)
	Abstract (3)
	Behavioral biometric authentication is considered as a promising approach to securing the internet of things (IoT) ecosystem. In this paper, we investigated the need and suitability of employing voice recognition systems in the user authentication of ...
	Keywords (3)
	Abstract (4)
	Medical health records often contain clinical investigations results and critical information regarding patient health conditions. In these medical records, along with patient health information, patient Protected Health Information (PHI) such as name...
	In this work, various state of the art techniques for de-identification of patient notes in electronic health records were analyzed for their performance, based on the performance quoted in the literature, NeuroNER was selected to de-identify Indian R...
	To test the NeuroNER models on Indian context data such as name of the person and place, 3300 medical records were simulated. Medical records were simulated by extracting clinical findings, remarks from MIMIC-III data set. For collection of all the re...
	Keywords (4)
	Abstract (5)
	The research problem considered in this paper is how to protect wireless sensor networks (WSN) against cyber-threats by applying trust management and how to strengthen network resilience to attacks targeting the trust management mechanism itself. A ne...
	Keywords (5)
	Marepalli Radha1 and C.V.Guru Rao2
	1Department of computer science and engineering, Adam‟s college, Paloncha, Telangana, India
	2SR Enginnering College, Warangal, Telangana, India
	Abstract (6)
	MANET is a self configuring network of nodes which is a wireless . The nodes in this network move randomly .Mobility of nodes is more. The nodes are dynamic and infrastructure less ,self maintainable. In MANET there are many types of security attacks ...
	Keywords (6)
	Abstract (7)
	A thorough review of trust models is carried out in this paper to reveal the key capabilities of existing trust models and compare how they differ among disciplines. Trust decisions are risky due to uncertainties and the loss of control. On the other ...
	Peter Broeder1 and Yujin Lee2
	1Communication and Information Sciences, Tilburg University, The Netherlands
	2Research Instruments, Falmouth, United Kingdom
	Abstract (8)
	The aim of the study is to explore cross-cultural differences in users’ location privacy behaviour on LBSNs (location-based social networks) in China, the Netherlands and Korea. The study suggests evidence that Chinese, Dutch and Korean users exhibit...
	Keywords (7)

