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DYNAMIC ROOT OF TRUST AND
CHALLENGES

Sandeep Romana, Himanshu Pareek and P R Lakshmi Eswari
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ABSTRACT

Trusted Computing intends to make PC platform trustworthy so that a user can have level of trust
when working with it. To build a level of trust TCG gave specification of TPM, as integral part of
TCB, for providing root(s) of trust. Further TCG defined Dynamic Root of Trust Measurement in
Trusted Computing systems in its specification as a technology for measured platform initialization
while system is in running state. The DRTM approach is contrary to Static Root of Trust
Measurement where measurements are taken during boot process. In this study, since this technology
was first introduced, we list and discuss upon publically available open source solutions that either
implement DRTM or are applications of these DRTM based solutions. Further, the challenges faced
by the DRTM technology along with observations from authors are listed.
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ABSTRACT

In this paper we design a system which takes student attendance and the attendance records are
maintained automatically in an academic institute. Taking the attendance manually and maintaining
its record till end of year (or even beyond) is very difficult job as well as wastage of time and paper.
This necessitates an efficient system that would be fully automatic. Top level design of the system
includes marking attendance with the help of a finger-print sensor module and saving the records to a
computer or server. Fingerprint sensor module and LCD screen are portable although they can also be
fixed to a location for e.g. entry/ exit points. To begin with, a student needs to be registered in the
finger-print sensor module. Thereafter every time the student attends a lecture he/ she will place
his/her finger on the fingerprint sensor module. The finger-print sensor module will update the
attendance record in database. The student can see the notification on LCD screen.
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ABSTRACT

Even though there are various security systems consuming large power are available in market
nowadays, robbery rate is very high. We are proposing a novel system to prevent robbery in highly
secure areas with lesser power consumption. This system has face-recognition technology which
grants access to only authorized people to enter that area. If others enter the place without access
using some other means, then the system alerts the security personnel and streams the video captured
by the security camera. The face recognition is done using PCA algorithm. The video transmitted is
compressed and transmitted by ENVMT. By using this ENVMT, the video can play with lesser
bandwidth consumption, latency and jitter.
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ABSTRACT

Detection of malicious node in the neighborhood with minimal infrastructure and computations is a
requirement. The existing models require more computation, storage, and complex security
calculations. These models are inefficient in wireless sensor networks due to their resource
limitations. Therefore, an agent-based approach that maintains the node’s current status is proposed in
this research. In agent-based approach detection is possible through maintaining the ratings of each
node. The ratings of a node will be done through the ratio of packet forwarded by packets received.
Further, the ratings can be done using the E-commerce models. In E-commerce models, each node
votes the successive node depending upon the ratio of packet forwarded by packets received. The
update ratings will be done through Sporas formula or Molina’s formula or with a combination of
both models. Further, the proposed agent-based framework uses reputation of a node through
neighbouring nodes as part of trust calculation. The simulations were presented to calculate the trust
of a node.
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ABSTRACT

Relaying On A Single Cloud As A Storage Service Is Not A Proper Solution For A Number Of
Reasons; For Instance, The Data Could Be Captured While Uploaded To The Cloud, And The Data
Could Be Stolen From The Cloud Using A Stolen Id. In This Paper, We Propose A Solution That
Aims At Offering A Secure Data Storage For Mobile Cloud Computing Based On The Multi-Clouds
Scheme. The Proposed Solution Will Take The Advantages Of Multi-Clouds, Data Cryptography,
And Data Compression To Secure The Distributed Data; By Splitting The Data Into Segments,
Encrypting The Segments, Compressing The Segments, Distributing The Segments Via Multi-
Clouds While Keeping One Segment On The Mobile Device Memory; Which Will Prevent
Extracting The Data If The Distributed Segments Have Been Intercepted.
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ABSTRACT

In distributed operation, we uses different key management schemes, authentication and many trust
models, but in wireless medium having reliability problem, hidden terminal problem etc. To provide
authenticated nodes and secured environment is the important issue in MANET. Frequent path
breaking, multihop wireless link between mobile nodes, self organization and maintenance are such
properties that makes difficult to provide trust in MANET. This paper proposes the new trust scheme,
which provides malicious free atmosphere for mobile ad-hoc network. This model first check the
authenticity of nodes through challenge response method and then PKI certificate will be given to
only authenticated nodes so as to enable the trusted communication platform. At last this paper give
the comparisons of ACTP model with other existing trust model.
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ABSTRACT

Online Social Networking has gained tremendous popularity amongst the masses. It is usual for the
users of Online Social Networks (OSNs) to share information with friends however they lose privacy.
Privacy has become an important concern in online social networks. Users are unaware of the privacy
risks involved when they share their sensitive information in the network.[1] One of the fundamental
challenging issues is measurement of privacy .It is hard for social networking sites and users to make
and adjust privacy settings to protect privacy without practical and effective way to quantify , measure
and evaluate privacy. In this paper, we discussed Privacy Index (PIDX) which is used to measure a
user’s privacy exposure in a social network. We have also described and calculated the Privacy
Quotient (PQ) i.e. a metric to measure the privacy of the user’s profile using the naive approach. [2]
The users should be aware of their privacy quotient and should know where they stand in the privacy
measuring scale. At last we have proposed a model that will ensure privacy in the unstructured data. It
will utilize the Item Response Theory model to measure the privacy leaks in the messages and text
that is being posted by the users of the online social networking sites.
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ABSTRACT

Medical health records often contain clinical investigations results and critical information regarding
patient health conditions. In these medical records, along with patient health information, patient
Protected Health Information (PHI) such as names, locations and date information can co-exist. As
per Health Insurance Portability and Accountability Act (HIPAA), before sharing the medical
records with researchers and others, all types of PHI information needs to be de-identified. Manual
de-identification through human annotators is laborious and error prone, hence, a reliable automated
de-identification system is need of the hour.

In this work, various state of the art techniques for de-identification of patient notes in electronic
health records were analyzed for their performance, based on the performance quoted in the
literature, NeuroNER was selected to de-identify Indian Radiology reports. NeuroNER is a hamed-
entity recognition text de-identification tool developed by Massachusetts Institute of Technology
(MIT). This tool is based on the Artificial Neural Networks written in Python and uses Tensorflow
machine-learning  framework and it comes  with  five  pre-trained  models.

To test the NeuroNER models on Indian context data such as name of the person and place, 3300
medical records were simulated. Medical records were simulated by extracting clinical findings,
remarks from MIMIC-III data set. For collection of all the relevant Indian data, various websites
were scraped to include Indian names, Indian locations (all towns and cities), and Indian Hospital
and unit names. During the testing of NeuroNER system, we observed that some of the Indian data
such as name, location, etc. were not de-identified satisfactorily. To improve the performance of
NeuroNER on Indian context data, along with the existing NeuroNER pre-trained model, a new pre-
trained model was added to handle Indian medical reports. Medical dictionary lookup was used to
reduce number of misclassifications. Results from all four pre-trained models and the model trained
on Indian simulated data were concatenated and final PHI token list was generated to anonymize the
medical records to obtain de-identified records. Using this approach, we improved the applicability
of the NeuroNER system to Indian data and improved its efficiency and reliability. 2000 simulated
reports were used for transfer learning as training set, 1000 reports were used for test set and 300
reports were used for validation (unseen) set

KEYWORDS

De-identification, Free text, Protected Health Information, Medical records, Radiology reports, Indian
context data
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ABSTRACT

Clients in mobile cellular networks lack computing resources to execute complex and data-intensive
applications. So the mobile clients purchase tickets from ticket engines installed at stationary servers
that are rich in resources. Clients upload computation, resource intensive jobs or applications along
with the ticket to the stationary servers. The tickets store the client validity information, deadline
before which the stationary servers should execute the job and forward the results to the destination
cell, the priority of execution of the job and the run-time history information about the jobs (like the
amount resources the job required when it was run before). For simplicity, the stationary servers are
assumed to be the base stations. The base stations then schedule the jobs based on the information in
the ticket. If the base station at which a job is submitted determines that it will not be able to execute
and forward the job to the destination cell before the deadline, the base station forwards it to a
supervisory host which can be compared to a base station controller in GSM networks. The
supervisory host then schedules the job to any peer base station which can handle the job and forward
to the destination before the deadline. The design was simulated using Java. The servers were
simulated as shared memory multiprocessor systems. It was determined that on the average there is a
15-60% decrease in turn around time for the jobs executed based on the ticketbased scheduling and
load sharing (TB-SLS) model when compared with that of the FIFO or RR models. Also, the
percentage deadline guarantee with the ticket model was 30-65% while that of the FIFO and RR
models is lower. The simulation was performed on both homogeneous and heterogeneous systems of
servers and clients.
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ABSTRACT

Security in MANET has been one of the most highly rated issues in research field for the last few
decades because of its self organizing and cooperative nature, capable of autonomous operation, rapid
changing topologies, limited physical security and limited energy resource. So to combat with the
security attacks against mobile ad hoc networks we propose a new scheme significantly differing from
other existing schemes. In this paper, our proposed scheme, Efficient Secure Routing Protocol in
MANET (ESRP) provides a new routing scheme based on trust, an integer value, helping in the
selection of administrator inside the network for routing. The comparison between our proposed
protocol and other existent secure protocols shows an enhanced and improved performance of our
protocol based on the mobile ad hoc parameters. We have also implemented the message
confidentiality and integrity in our proposed scheme. Our simulation result shows the robustness,
reliability and trustworthiness of our scheme
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