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ABSTRACT

An efficient Intrusion Detection System has to be given high priority while connecting systems with
a network to prevent the system before an attack happens. It is a big challenge to the network security
group to prevent the system from a variable types of new attacks as technology is growing in parallel.
In this paper, an efficient model to detect Intrusion is proposed to predict attacks with high accuracy
and less false-negative rate by deriving custom features UNSW-CF by using the benchmark intrusion
dataset UNSW-NB15. To reduce the learning complexity, Custom Features are derived and then
Significant Features are constructed by applying meta-heuristic FPA (Flower Pollination algorithm)
and MRMR (Minimal Redundancy and Maximum Redundancy) which reduces learning time and
also increases prediction accuracy. ENC (ElasicNet Classifier), KRRC (Kernel Ridge Regression
Classifier), IGBC (Improved Gradient Boosting Classifier) is employed to classify the attacks in the
datasets UNSW-CF, UNSW and recorded that UNSW-CF with derived custom features using IGBC
integrated with FPA provided high accuracy of 97.38% and a low error rate of 2.16%. Also, the
sensitivity and specificity rate for IGB attains a high rate of 97.32% and 97.50% respectively.
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ABSTRACT

Today, Global Positioning System (GPS) is widely used in almost every aspect of our daily life.
Commonly, users utilize the technology to track the position of a vehicle or an object of interest.
They also use it to safely navigate to the destination of their choice. As a result, there are countless
number of GPS based tracking application that has been developed. But, a main recurring issue that
exists among these applications are the inaccuracy of the tracking faced by users and this issue has
become a rising concern. Most existing research have examined the effects that the inaccuracy of
GPS have on users while others identified suitable methods to improve the accuracy of GPS based
on one or two factors. The objective of this survey paper is to identify the common factors that affects
the accuracy of GPS and identify an effective method which could mitigate or overcome most of
those factors. As part of our research, we conducted a thorough examination of the existing factors
for GPS inaccuracies. According to an initial survey that we have collected, most of the respondents
has faced some form of GPS inaccuracy. Among the common issues faced are inaccurate object
tracking and disconnection of GPS signal while using an application. As such, most of the
respondents agree that it is necessary to improve the accuracy of GPS. This leads to another objective
of this paper, which is to examine and evaluate existing methods as well as to identify the most
effective method that could improve the accuracy of GPS.
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ABSTRACT

The exponential rise in wireless communication systems and allied applications has revitalized
academiaindustries to achieve more efficient data transmission system to meet Quality-of-Service
(QoS) demands. Amongst major wireless communication techniques, Mobile Ad-hoc Network
(MANET) is found potential to provide decentralized and infrastructure less communication among
multiple distributed nodes across network region. However, dynamic network conditions such as
changing topology, congestion, packet drop, intrusion possibilities etc often make MANET’s routing
a tedious task. On the other hand, mobile network feature broadens the horizon for intruders to
penetrate the network and causes performance degradation. Unlike classical MANET protocols
where major efforts have been made on single network parameter based routing decision, this
research paper proposes a novel Elitist Genetic Algorithm (EGA) Multi-Objective Optimization
assisted Network Condition Aware QoS-Routing Protocol for Mobile Ad-hoc Networks (MNCQM).
Our proposed MNCQM protocol exhibits two phase implementation where at first it performs node-
profiling under dynamic network topology for which three factors; irregular MAC information
exchange, queuing overflow and topological variations have been considered. Towards this objective
node features like Packet Forwarding Probability (PFP) at the MAC layer, Success Probability of
Data Transmission (SPDT) of a neighboring node, and Probability of Successful Data Delivery
(PSDD) have been obtained to estimate Node-Trustworthiness Index (NTI), which is further used to
eliminate untrustworthy nodes. In the second phase of implementation, a novel Evolutionary
Computing assisted nondisjoint best forwarding path selection model is developed that exploits
node’s and allied link’s connectivity and availability features to identify the quasi-sub-optimal
forwarding paths. EGA algorithm intends to reduce hop-counts, connectivity-loss and node or link
unavailability to estimate best forwarding node. One key feature of the proposed model is dual-
supplementary forwarding path selection that enables alternate path formation in case of link outage
and thus avoids any iterative network discovery phase.
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ABSTRACT

This work mainly addresses the design a large scale network using dual stack mechanisms. We
focused on the most important theoretical concepts of the IPv6 protocol, such as addressing, address
allocation, routing with the OSPF and BGP protocols and routing protocols performance in dual stack
network using GNS3 and Wireshark simulators. we have a tendency to measure a perfect model and a
true large-scale network atmosphere victimization out there end-to-end activity techniques that
focuses on a large-scale IPv4 and IPv6 backbone and created performance the IPv4 and IPv6
network. In this paper, we compiled IPv6 address planning in large scale network, performance
statistics of each network in terms of TCP throughput, delay jitters, packet loss rate, and round trip
time. It is found that, a minor degradation within the throughput of the TCP, delay jitter, a lower
packet loss rate, and a rather longer round trip time are occurred in a real large scale dual stack
network.
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ABSTRACT

Underwater Wireless Sensor Networks (UWSNSs) enable a variety of applications such as fish
farming and water quality monitoring. One of the critical tasks in such networks is localization.
Location information can be used in sensor networks for several purposes such as (i) data tagging in
which sensed information is not useful for the application unless the location of the sensed
information is known, (ii) tracking objects or (iii) multi-hop data transmission in geographic routing
protocols. Since GPS does not work well underwater, several localization schemes have been
developed for UWSNSs. This paper surveys the state-ofthe-art of localization schemes for UWSNS. It
describes the existing schemes and classifies them into different categories. Furthermore, the paper
discusses some open research issues that need further investigation in this area.
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ABSTRACT

Wireless communications, nowadays, becomes a vital element of people’s daily life. Providing
global connectivity in future communication systems via the heterogeneous network opens up many
research topics to investigate potentialities, enabling technologies, and challenges from the
perspective of the integrated wireless systems. This paper aims to drive a comprehensive and
comparative study on terrestrial-aerial platforms- satellite wireless communications systems,
includes their characteristics and unravelling challenges. The comparison focuses on issues that
reportedly can evaluate any wireless systems for temporary events. These issues are altitude and
coverage, Radio Frequency (RF) propagation, interference, handover, power supply constraints,
deployment and maintenance challenges, reliability on special events or disaster relief, cost-
effectiveness and environmental impact. Last, Quality of service (QoS) performance is analysed for
the four wireless communication systems from the temporary events perspective using the OPNET
Modeller simulation tool. Results infer that space-based wireless systems outperform terrestrial ones.

KEYWORDS

Terrestial, Aerial Platforms, Satellites, QoS Performance, Temporary Events.

For More Details: https://aircconline.com/ijcnc/V11N6/11619cnc07.pdf

Volume Link: https://airccse.org/journal/ijc2019.html



https://aircconline.com/ijcnc/V11N6/11619cnc07.pdf
https://airccse.org/journal/ijc2019.html

REFERENCES

[1] M. Mozaffari, W. Saad, M. Bennis, Y. Nam And M. Debbah, "A Tutorial On Uavs For
Wireless Networks: Applications, Challenges, And Open Problems”, leee Communications
Surveys & Tutorials, Pp. 1-1, 2019.

[2] K. Du And M. Swamy, Wireless Communication Systems. Cambridge, Uk: Cambridge
University Press, 2018.

[3] F. A. Almalki, M. C. Angelides, “Considering Near Space Platforms To Close The Coverage
Gap In Wireless Communications; The Case Of The Kingdom Of Saudi Arabia,” Ftc 2016 San
Francisco - Future Technologies Conference, 2016, Pp.224 — 230.

[4] R. Frenkiel And M. Schwartz, 'Creating Cellular: A History Of The Amps Project (1971-
1983)History Of Communications', leee Communications Magazine, Vol. 48, No. 9, Pp. 14-24,
2015.

[5] Mobile Phones, Tv, Internet And Home Phone Service | Bell Canada’, [Online]. Available:
Http://Www.Bell.Ca/. [Accessed: 22- Feb- 2019].

[6] W. Yu, H. Xu, J. Nguyen, E. Blasch, A. Hematian And W. Gao, "Survey Of Public Safety
Communications: User-Side And Network-Side Solutions And Future Directions"”, leee Access,
Vol.6, No. 1, Pp. 70397-70425, 2018.

[7] S. H. Alsamhi, M. S. Ansari, O. Ma, F. Almalki, And S. K. Gupta, “Tethered Balloon
Technology In Design Solutions For Rescue And Relief Team Emergency Communication
Services,” Disaster Medicine And Public Health Preparedness, Pp. 1-8, May 2018.

[8] F. A. Almalki, M. C. Angelides, “Empirical Evolution Of A Propagation Model For Low
Altitude Platforms,” Ieeecomputing Conference 2017, 2017, Pp.1297-1304.

[9] Rangan, T. S. Rappaport, And E. Erkip, ‘Millimeter-Wave Cellular Wireless Networks:
Potentials And Challenges’, Proceedings Of The leee, Vol. 102, No. 3, Pp. 366-385, Jan. 2014.

[10] S. Dawoud, A. Uzun, S. Gondor, And A. Kupper, “Optimizing The Power Consumption
Of Mobile Networks Based On Traffic Prediction,” Ieee 38th Annu. Comput. Softw. Appl.
Conf., 2014, Pp.279-288.

[11] U. B. Antonio Capone Ilario Filippini Bernd Gloss, “Rethinking Cellular System
Architecture For Breaking Current Energy Efficiency Limits,” Sustain. leee Internet Ict Sustain.
(Sustainit), 2012, Pp.1-5.

[12] S. Chen And J. Zhao, ‘The Requirements, Challenges, And Technologies For 5g Of
Terrestrial Mobile Telecommunication’, leee Communications Magazine, Vol. 52, No. 5, Pp.
36-43, Jan. 2014.

[13]J. Gozalvez And B. Coll-Perales, ‘Experimental Evaluation Of Multihop Cellular Networks


http://www.bell.ca/

Using Mobile Relays’, leee Communications Magazine, VVol. 51, No. 7, Pp. 122-129, Jan. 2013.

[14] A. A. Ekram Hossain, Mehdi Rasti, Hina Tabassum, “Evolution Toward 5g Multi -Tier
Cellular Wireless Networks : An Interference Management Perspective,” leee Wirel. Commun.,
Pp. 118-127, 2014.

[15] M. Di Renzo, H. Haas, A. Ghrayeb, S. Sugiura, And L. Hanzo, ‘Spatial Modulation For
Generalized Mimo: Challenges, Opportunities, And Implementation’, Proceedings Of The leee,
Vol. 102, No. 1, Pp. 56-103, Jan. 2014.

[16] L. Wei, R. Hu, Y. Qian, And G. Wu, ‘Enable Device-To-Device Communications
Underlaying Cellular Networks: Challenges And Research Aspects’, leee Communications
Magazine, Vol. 52, No. 6, Pp. 90-96, Jan. 2014.

[17] F. Ghavimi And H.-H. Chen, “M2m Communications In 3gpp Lte/Lte-A Networks:
Architectures, Service Requirements, Challenges And Applications,” Ieee Commun. Surv.
Tutorials, Vol. 17, No. 12, Pp. 1-1, 2014.

[18] T. Han And N. Ansari, ‘’Powering Mobile Networks With Green Energy’’, Ieee Wireless
Communications, Vol. 21, No. 1, Pp. 90-96, Jan. 2014.

[19] M. Bennis And M. Latva-Aho With Carlos H. M. De Lima, ‘Modeling And Analysis Of
Handover Failure Probability In Small Cell Networks’, Ieee Conference On Computer
Communications Workshops, 2014, Pp.736 — 741.

[20] J. Cole, F. A. Almalki, And P. R. Young, "Chipless Rf Liquid Sensor," leee International
Microwave And Rf Conference (Imarc), 2015, Pp. 243 — 245.

[21] R. Razavi, D. Lopez-Perez, And H. Claussen, “Neighbour Cell List Management In
Wireless Heterogeneous Networks,” 2013 Ieee Wireless Communications And Networking
Conference (Wcnc): Networks, 2013, Pp. 1220-1225.

[22] Y. Zhuang, S. Zhao, And X. Zhu, ‘A New Handover Mechanism For Femtocell-To-
Femtocell’, International Conference On Wireless Communications And Signal Processing
(Wcsp), 2012, Pp.1-4.

[23] M. Xia And S. Aissa, ‘Underlay Cooperative Of Relaying In Cellular Networks:
Performance And Challenges’, leee Communications Magazine, Vol. 51, No. 12, Pp. 170-176,
Jan. 2013.

[24] J. Cao, Maode, H. Li, Y. Zhang, And Z. Luo, ‘A Survey On Security Aspects For Lte And
Lte-A Networks’, leee Communications Surveys & Tutorials, Vol. 16, No. 1, Pp. 283-302, Jan.
2014.

[25] G. Hu, A. Huang, R. He, B. Ai, And Z. Chen, ‘Theory Analysis Of The Handover Challenge
In Express Train Access Networks (Etan)’, China Communications, Vol. 11, No. 7, Pp. 92-98,
Jan. 2014.



[26] G. Sharma, ‘Performance Evaluation Of Wireless Multipath/Shadowed G-Distributed
Channel’, Journal Of Engineering And Technology Research, Vol. 5, No. 5, Pp. 139-148, Jan.
2013.

[27] Y.-H. Wang, G.-R. Huang, And Y.-C. Tung, ‘A Handover Prediction Mechanism Based
On Lte-A Ue History Information’, Ieee Conference On Computer, Information And
Telecommunication Systems, 2014, Pp. 167 — 172.

[28] J. Xu, Y. Zhao, And X. Zhu, ‘Mobility Model Based Handover Algorithm In Lte-
Advanced’, Ieee10th International Conference On Natural Computation, 2014, Pp. 230 — 234.

[29] U. Dampage And C. B. Wavegedara, ‘A Low-Latency And Energy Efficient Forward
Handover Scheme For Lte-Femtocell Networks’, Ieee 8th International Conference On
Industrial And Information Systems, 2013, Pp. 53 — 58.

[30] A. Ahmed, L. M. Boulahia, And D. Gaiti, ‘Enabling Vertical Handover Decisions In
Heterogeneous Wireless Networks: A State-Of-The-Art And A Classification’, Ieee
Communications Surveys & Tutorials, Vol. 16, No. 2, Pp. 776-811, Jan. 2014.

[31] G. N. Kamga, K. B. Fredj, And S. Aissa, ‘Multihop Cognitive Relaying Over Composite
Multipath/Shadowing Channels’, Iece Transactions On Vehicular Technology, Pp. 1-5, Jan.
2014.

[32] P. S. Bithas And T. Rontogiannis, ‘Mobile Communication Systems In The Presence Of
Fading/Shadowing, Noise And Interference’, leee Transactions On Communications, Pp. 1-13,
Jan. 2015.

[33] A. Laourine, M.-S. Alouini, S. Affes, And A. Stephenne, ‘On The Performance Analysis
Of Composite Multipath /Shadowing Channels Using The G-Distribution’, leee Conference On
Communications, 2008, Pp. 1162 —1170.

[34] L. C. Wang And S. Rangapillai, “A Survey On Green 5g Cellular Networks,”
leeeinternational Conference On Signal Processing And Communications (Spcom), 2012, Pp.1-
5.

[35] P. Nema, ‘Nobel Approach Of Power Feeding For Cellular Mobile Telephony Base Station
Site: Hybrid Energy System’, International Journal Of Energy And Power Engineering, Vol. 3,
No. 6, Pp. 7-14, Nov. 2014.

[36] S. Khan And J. L. Mauri, Security For Multihop Wireless Networks. United States: Crc
Press Inc, 2014.

[37] International Telecommunication Union (Itu), 'Utilization Of Telecommunications/Icts For
Disaster  Preparedness, Mitigation And Response’, 2014. [Online]. Available:
Http://MWww.ltu.Int/Dms_Pub/Itu-D/Opb/Stg/D-Stg-Sg02.22.1-2014-Pdf-E.Pdf. [Accessed:
28- Feb2015].

[38] A. K. Maini And V. Agrawal, Satellite Technology Principles And Applications. Third


http://www.itu.int/Dms_Pub/Itu-D/Opb/Stg/D-Stg-Sg02.22.1-2014-Pdf-E.Pdf

Edition. United Kingdom: Wiley, John & Sons, Incorporated, 2014.

[39] D. Grace And M. Mohorcic, Broadband Communications Via High-Altitude Platforms.
United Kingdom: Wiley-Blackwell (An Imprint Of John Wiley & Sons Ltd), 2010.

[40] R. Nuwer, ‘The Last Places On Earth Without The Internet’, Bbc, Nov. 2014. [Online].
Available:  Http://Www.Bbc.Com/Future/Story/20140214-The-Last-Places-Without-Internet.
[Accessed: 28- Mar-2015].

[41] ‘Itu’,  International = Telecommunication = Union. [Online].  Available:
Http://Www.ltu.Int/Newsarchive/Press/\Wrc97/Skystation.Html. [Accessed: 27-Jan-2015].

[42] A. G. Flattie, ‘Integrated Satellite- Aps-Terrestrial System For Umts And Lte Network’,
2nd International Conference On Emerging Trends In Engineering And Technology
(Icetet’2014), 2014, Pp.53-59.

[43] S. Hadiwardoyo, C. Calafate, J. Cano, Y. Ji, E. Hernandez-Orallo And P. Manzoni, "3d
Simulation Modeling Of Uav-To-Car Communications”, leee Access, Vol. 7, Pp. 8808-8823,
2019.

[44] S. Alsamhi, O. Ma, M. Ansari And F. Almalki, "Survey On Collaborative Smart Drones
And Internet Of Things For Improving Smartness Of Smart Cities"”, leee Access, Pp. 1-29, 20109.

[45] S. A. Khaleefa, S. H. Alsamhi, And N. S. Rajput, ‘Tethered Balloon Technology For
Telecommunication, Coverage And Path Loss’, Ieee Students’ Conference On Electrical,
Electronics And Computer Science, 2014, Pp.1-4.

[46] F. A. Almalki, M. C. Angelides, “Evolution Of An Optimal Propagation Model For The
Last Mile With Low Altitude Platforms Using Machine Learning”, Elsevier Computer
Communications Journal, Vol. 142-143, Pp. 9-33, May 2019

[47] A. Al-Hourani, S. Kandeepan, And S. Lardner, ‘Optimal Lap Altitude For Maximum
Coverage’, leee Wireless Communications Letters, Vol. 3, No. 6, Pp. 569-572, Dec. 2014.

[48] I. Dalmasso, I. Galletti, R. Giuliano, F. Mazzenga, "Wimax Networks For Emergency
Management Based On Uavs,” leee First Aess European Conference On Satellite
Telecommunications (Estel), 2012, Pp.1-6.

[49] M. S. Aljumaily, "Routing Protocols Performance In Mobile Ad-Hoc Networks Using
Millimeter Wave", International Journal Of Computer Networks & Communications, Vol. 10,
No. 4, Pp. 23-36, 2018.

[50] K. Gomez, A. Hourani, L. Goratti, R. Riggio, S. Kandeepan, I. Bucaille, "Capacity
Evaluation Of Aerial Lte Base-Stations For Public Safety Communications,” European
Conference On Networks And Communications, 2015, Pp. 133-138.

[51] W. Khawaja, I. Guvenc, D. Matolak, U. C. Fiebig, And N. Schneckenberger, “A Survey


http://www.bbc.com/Future/Story/20140214-The-Last-Places-Without-Internet
http://www.itu.int/Newsarchive/Press/Wrc97/Skystation.Html

Of Air-ToGround Propagation Channel Modeling For Unmanned Aerial Vehicles,”Electrical
Engineering And Systems, VVol. 1801, No. 016, Pp.1-25, 2018.

[52] L. L. Hanzo, Mimo-Ofdm For Lte, Wi-Fi, And Wimax: Coherent Versus Non-Coherent
And Cooperative Turbo-Transceivers. United States: John Wiley & Sons, 2011.

[53] W. Feng, J. Wang, Y. Chen, X. Wang, N. Ge And J. Lu, "Uav-Aided Mimo
Communications For 5g Internet Of Things", leee Internet Of Things Journal, VVol.1, No.1, Pp.
1-10, 2018.

[54] F. A. Almalki, M. C. Angelides, “Deployment Of An Aerial Platform System For Rapid
Restoration Of Communications Links After A Disaster: A Machine Learning Approach”,
Springer Computing Journal, Forthcoming.

[55] S. Alsamhi, O. Ma, M. Ansari And S. Gupta, "Collaboration Of Drone And Internet Of
Public Safety Things In Smart Cities: An Overview Of Qos And Network Performance
Optimization”, Drones, Vol. 3, No. 1, P. 13, 2019.

[56] S. Aljahdali, ‘Enhancing The Capacity Of Stratospheric Cellular Networks Using Adaptive
Array Techniques’, International Journal Of Computer Network And Information Security, Vol.
5, No. 6, Pp. 1-10, 2013.

[57] U. R. Mori, P. Chandarana, G. Gajjar, And S. Dasi, "Performance Comparison Of Different
Modulation Schemes In Advanced Technolog

[58] I. Aldmour, "Lte And Wimax: Comparison And Future Perspective,” Communications And
Network, Vol. 05, No. 04, Pp. 360-368, 2013.

[59] H. Hariyanto, And A. K. Widiawan, ‘Emergency Broadband Access Network Using Low
Altitude Platform’, International Conference On Instrumentation, Communication, Information
Technology, And Biomedical Engineering, 2009, Pp.1-6.

[60] F. Almalki, M. Angelides, “Propagation Modelling And Performance Assessment Of
Aerial Platforms Deployed During Emergencies,” 12th Ieee International Conference For
Internet Technology And Secured Transactions, 2017, Pp.238-243.

[61] M. A. Rahman, ‘Enabling Drone Communications With Wimax Technology’, Ieee 5th
International Conference On Information, Intelligence, Systems And Applications, 2014, Pp.
323 - 328.

[62] Q. Zhang, M. Jiang, Z. Feng, W. Li, W. Zhang And M. Pan, "lot Enabled Uav: Network
Architecture And Routing Algorithm", leee Internet Of Things Journal, Pp. 1-1, 2019.

[63] Iskandar And A. Abubaker, "Co-Channel Interference Mitigation Technique For Mobile
Wimax Downlink System Deployed Via Stratospheric Platform,” leee 8th International
Conference On Telecommunication Systems Services And Applications (Tssa), 2014, Pp.1-5.



[64] P. Bilaye, V. Gawande, U. Desai, A. Raina, And R. Pant, ‘Low Cost Wireless Internet
Access For Rural Areas Using Tethered Aerostats’, Ieee Third International Conference On
Industrial And Information Systems, 2008, Pp.1-5.

[65] G. S. Rao, Mobile Cellular Communication. India: Pearson Education India, 2013.

[66] J. N. Pelton, S. Madry, S. Camacho-Lara, And Editors., Handbook Of Satellite
Applications: 2013. United States: Springer-Verlag New York Inc., 2013.

[67] C. Saunders, ‘The Role Of Small Satellites In Military Communications’, Iet Seminar On
Military Satellite Communications, 2013, Pp.1-13.

[68] B. Li, Z. Fei And Y. Zhang, "Uav Communications For 5g And Beyond: Recent Advances
And Future Trends", leee Internet Of Things Journal, Vol. 6, No. 2, Pp. 2241-2263, 2019.

[69] M. Sadek And S. Aissa, ‘Personal Satellite Communication: Technologies And
Challenges’, Ieee Wireless Communications, Vol. 19, No. 6, Pp. 28-35, 2012.

[70] B. G. Evans, ‘The Role Of Satellites In 5g’, Iece 7th Advanced Satellite Multimedia
Systems Conference And The 13th Signal Processing For Space Communications Workshop
(Asms/Spsc), 2014, Pp.197 — 202.

[71] J. Liu, Y. Shi, Z. Fadlullah And N. Kato, "Space-Air-Ground Integrated Network: A
Survey", leee Communications Surveys & Tutorials, Vol. 20, No. 4, Pp. 2714-2741, 2018.

[72] S. Alsamhi And N. Rajput, "An Intelligent Hap For Broadband Wireless Communications:
Developments, Qos And Applications”, International Journal Of Electronics And Electrical
Engineering, Vol. 3, No. 2, Pp. 134-143, 2014.

[73] L. Zhao, H. Zhang, F. Liu, K. Yang And L. Cong, "Joint Time-Frequency-Power Resource
Allocation For Low-Medium-Altitude Platforms-Based Wimax  Networks”, let
Communications, Vol. 5, No. 7, Pp. 967-974, 2011.

[74] C. Manikandan, P. Neelamegam, R. Kumar, V. Babu And S. Satwikkommi, "Design Of
Secure And Reliable Mu-Mimo Transceiver System For Vehicular Networks", International
Journal Of Computer Networks & Communications, Vol. 11, No. 02, Pp. 15-32, 20109.
Available: 10.5121/1jcnc.2019.11202.



CONGESTION AND ENERGY AWARE MULTIPATH LOAD
BALANCING ROUTING FOR LLNS

Kala Venugopal and T G Basavaraju

Department of Computer Science and Engineering, Government Engineering College, Hassan,
Karnataka, India

ABSTRACT

The Internet of Things (10T) is presently in its golden era with its current technological evolution
towards digital transformation. Low-power and Lossy Networks (LLNs) form the groundwork for
0T, where the IPv6 Routing Protocol for Low-Power and Lossy Networks (RPL) is designated by
Internet Engineering Task Force as the benchmark protocol for routing. Although RPL, with its
unique capabilities, has addressed many 10T routing requirements, Load balancing and Congestion
control are the outliers. This paper builds on the RPL protocol and proposes a multipath Congestion
and Energy Aware RPL (CEARPL) that alleviates the load balancing and congestion concerns
associated with RPL and improves the network performance. For congestion avoidance, a
Congestion and Energy Aware Objective Function (CEA-OF) is suggested during parent selection
that considers multiple metrics like Child Count metric, Estimated Lifetime metric, and Queue
Occupancy metric, to equally distribute the traffic in LLNs. The Queue Occupancy metric is used
to detect congestion in the network, and a Multipath routing strategy is utilized to mitigate the
congestion in the network. A comparison of the performance of CEA-RPL was made against the
existing Objective Functions of RPL, OFO, and MRHOF, as well as COM-OF, utilizing Contiki
0OS 3.0's Cooja emulator. CEA-RPL projected superior results with power consumption lowering
by 33%, endto-end delay decreasing by 30%, queue loss ratio reducing by 49%, and packet
receiving rate and network lifetime improving by 7% and 49%, on an average, respectively.
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A SECURE DATA COMMUNICATION SYSTEM USING CRYPTOGRAPHY
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ABSTRACT

The information security has become one of the most significant problems in data communication.
So it becomes an inseparable part of data communication. In order to address this problem,
cryptography and steganography can be combined. This paper proposes a secure communication
system. It employs cryptographic algorithm together with steganography. The jointing of these
techniques provides a robust and strong communication system that able to withstand against
attackers. In this paper, the filter bank cipher is used to encrypt the secret text message, it provide
high level of security, scalability and speed. After that, a discrete wavelet transforms (DWT) based
steganography is employed to hide the encrypted message in the cover image by modifying the
wavelet coefficients. The performance of the proposed system is evaluated using peak signal to noise
ratio (PSNR) and histogram analysis. The simulation results show that, the proposed system provides
high level of security.
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ABSTRACT

This paper presents the results of an investigation of a new version of a leaky wave antenna that is
based on a substrate integrated waveguide (SIW). The structure of SIW is composed of two rows of
cylinders between metal plates; it can be easily produced by the standard method PCB" circuit™ or
LTCC method, the antenna is designed so that it can radiate in C-band. The direction of the main
lobe of the antenna radiation pattern can be steered by changing the frequency in the band from
backward direction to forward direction; the effect of increasing the number of slot arrays has also
been analyzed to study the effect on radiation patterns. The numerical simulations have been
performed using a commercial CST Microwave studio.
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ABSTRACT

In this digital era, Internet of Everything (I0E) has a potential to bring out drastic changes to how we
live today, where billions of people and devices require wireless connectivity. Where Unmanned
Aerial Vehicles contribute positively in paving the way for IoE and Fifth Generation technologies,
and tackle some of their comms challenges. Thus, this paper aims to provide an adaptive approach
using a Genetic Algorithm (GA) technique by combining indoor and outdoor propagation models to
enhance aerial vehicle-to-everything wireless connectivity. The proposed adaptive approach uses a
GA multi-objective function that yield optimum values of UAV altitude, elevation angles, and type
of building for indoor environment. The proposed GA optimization technique has met the demand
of a typical dense-populated urban environment, as well as empowering the I0oE with greater
coverage footprint, high Quality of Service benchmark, and line-of-sight adaptability. The output
results emphasized that the proposed adaptive approach using the GA technique can help in smart
decision-making and selecting a proper setup and find the optimum parameters to provide seamless
wireless connections from aerial vehicle-to-everything.
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Unmanned Aerial Vehicles, Internet of Everything, Channel Modelling, Propagation Model, Fifth
Generation.

For More Details: https://aircconline.com/ijcnc/\VV13N2/13221cnc03.pdf

Volume Link: https://airccse.org/journal/ijc2021.html



https://aircconline.com/ijcnc/V13N2/13221cnc03.pdf
https://airccse.org/journal/ijc2021.html

REFERENCES

[1] "Technology QuarterlyThe Economist”, The Economist, 2020. [Online]. Available:
https://www.economist.com/taxonomy/term/90/0?page=83. [Accessed: 12- Mar- 2020].

[2] S. Mung, C. Cheung, K. Wu and J. Yuen, "Wideband Rectangular Foldable and Non-foldable
Antenna for Internet of Things Applications”, International Journal of Antennas and Propagation,
vol. 2019, pp. 1-5, 2019.

[3] G. Marques, R. Pitarma, N. M. Garcia and N. Pombo, "Internet of Things Architectures,
Technologies, Applications, Challenges, and Future Directions for Enhanced Living
Environments and Healthcare Systems: A Review", Electronics, vol. 8, no. 10, p. 1081, 2019.

[4] M. Miraz, M. Ali, P. Excell and R. Picking, "Internet of Nano-Things, Things and Everything:
Future Growth Trends", Future Internet, vol. 10, no. 8, p. 68, 2018.

[5] S. Alsamhi, O. Ma, M. Ansari and F. Almalki, "Survey on Collaborative Smart Drones and
Internet of Things for Improving Smartness of Smart Cities”, IEEE Access, vol. 7, pp. 128125-
128152, 2019.

[6] Y. Liu, H. Dai, Q. Wang, M. Shukla and M. Imran, "Unmanned aerial vehicle for internet of
everything: Opportunities and challenges”, Computer Communications, vol. 155, pp. 66-83, 2020.

[7] F. A. Almalki, "Comparative and QoS Performance Analysis of Terrestrial-aerial Platforms-
satellites Systems for Temporary Events”, International Journal of Computer Networks &
Communications, vol. 11, no. 6, pp. 111-133, 2019.

[8] F. A. Almalki, M. C. Angelides, “Considering near space platforms to close the coverage gap
in wireless communications; the case of the Kingdom of Saudi Arabia,” FTC 2016 San Francisco
- Future Technologies Conference, 2016, pp.224 — 230.

[9] M. Mozaffari, W. Saad, M. Bennis, Y. Nam and M. Debbah, "A Tutorial on UAVs for Wireless
Networks: Applications, Challenges, and Open Problems”, IEEE Communications Surveys &
Tutorials, pp. 1-1, 20109.

[10] A. Alotaibi and M. Angelides, "A serious gaming approach to managing interference in ad
hoc femtocell wireless networks", Computer Communications, vol. 134, pp. 163-184, 2019.

[11] F. A. Almalki and B. O. Soufiene, “EPPDA: An Efficient and Privacy-Preserving Data
Aggregation Scheme with Authentication and Authorization for loT-Based Healthcare
Applications,” Wireless Communications and Mobile Computing, vol. 2021, pp. 1-18, Mar. 2021.

[12] A. Al-Hourani, S. Kandeepan and S. Lardner, "Optimal LAP Altitude for Maximum
Coverage", IEEE Wireless Communications Letters, vol. 3, no. 6, pp. 569-572, 2014.

[13] Z. Hasirci and I. H. Cavdar, "Propagation modeling dependent on frequency and distance for
mobile communications via high altitude platforms (HAPSs)," 35th International Conference on


http://www.economist.com/taxonomy/term/90/0?page=83
http://www.economist.com/taxonomy/term/90/0?page=83

Telecommunications and Signal Processing (TSP), Prague, 2012, pp. 287-291.

[14]J. Holis and P. Pechac, "Elevation Dependent Shadowing Model for Mobile Communications
via High Altitude Platforms in Built-Up Areas”, IEEE Transactions on Antennas and Propagation,
vol. 56, no. 4, pp. 1078-1084, 2008.

[15] B. Li, Z. Fei and Y. Zhang, "UAV Communications for 5G and Beyond: Recent Advances
and Future Trends", IEEE Internet of Things Journal, vol. 6, no. 2, pp. 2241-2263, 2019.

[16] A. Al-Hourani, S. Kandeepan, and A. Jamalipour, ‘Modeling air-to-ground path loss for low
altitude platforms in urban environments’, IEEE Global Communications Conference, Austin,
USA, Dec. 2014, pp. 2898 — 2904.

[17] M. Mozaffari, W. Saad, M. Bennis, and M. Debbah, "Drone small cells in the clouds: Design,
deployment and performance analysis,” IEEE Global Communications Conference, San Diego,
USA, Dec. 2015, pp.1- 6.

[18] G. E. Athanasiadou and G. V. Tsoulos, "Path Loss characteristics for UAV-to-Ground
Wireless Channels,” 13th European Conference on Antennas and Propagation, Krakow, Poland,
2019, pp. 1-4.

[19] W. Khawaja, O. Ozdemir and I. Guvenc, "UAV Air-to-Ground Channel Characterization for
mmWave Systems,” 2017 IEEE 86th Vehicular Technology Conference, Toronto, ON, 2017, pp.
1-5.

[20] S. A. Khaleefa, S. H. Alsamhi, and N. S. Rajput, ‘Tethered balloon technology for
telecommunication, coverage and path loss’, 2014 IEEE Students’ Conference on Electrical,
Electronics and Computer Science, Bhopal, India, Mar. 2014, pp.1-4.

[21] F. A. Almalki, M. C. Angelides, “Empirical Evolution of a Propagation Model for Low
Altitude Platforms,” IEEEComputing Conference 2017, 2017, pp.1297-1304.

[22] S. H. Alsamhi, M. S. Ansari, O. Ma, F. Almalki, and S. K. Gupta, “Tethered Balloon
Technology in Design Solutions for Rescue and Relief Team Emergency Communication
Services,” Disaster Medicine and Public Health Preparedness, pp. 1-8, May 2018.

[23] S. Alsamhi, F. A. Almalki, S. Gapta, M. Ansari O. Ma, M. Angelides, “Tethered Balloon
Technology for Emergency Communication and Disaster Relief Deployment”, Springer
Telecommunication Systems, 2019.

[24] F. A. Almalki, M. C. Angelides, “Evolution of an Optimal Propagation Model for the Last
Mile with Low Altitude Platforms using Machine Learning”, Elsevier Computer Communications
Journal, vol. 142— 143, pp. 9-33, May 2019.

[25] F. Almalki and M. Angelides, "Deployment of an aerial platform system for rapid restoration
of communications links after a disaster: a machine learning approach”, Computing, vol. 102, pp.
829-864, Nov. 2019.



[26] W. Khawaja, I. Guvenc, D. Matolak, U. Fiebig and N. Schneckenburger, "A Survey of Air-
to-Ground Propagation Channel Modeling for Unmanned Aerial Vehicles”, IEEE
Communications Surveys & Tutorials, vol. 21, no. 3, pp. 2361-2391, 2019.

[27] S. A. Busari, K. M. Saidul Hug, S. Mumtaz and J. Rodriguez, "Impact of 3D Channel
Modeling for UltraHigh Speed Beyond-5G Networks," 2018 IEEE Globecom Workshops (GC
Wkshps), Abu Dhabi, United Arab Emirates, 2018, pp. 1-6.

[28] A. Aldhaibani, T. Rahman and A. Alwarafy, "Radio-propagation measurements and modeling
in indoor stairwells at millimeter-wave bands"”, Physical Communication, vol. 38, p. 100955, 2020.

[29] Q. Zhang, G. Niu and M. Pun, "Large-Area Super-Resolution 3D Digital Maps for Indoor
and Outdoor Wireless Channel Modeling," 2018 IEEE 87th Vehicular Technology Conference
(VTC Spring), Porto, 2018, pp. 1-6.

[30] F. Almalki, “Utilizing Drone for Food Quality and Safety Detection using Wireless Sensors,”
3rd IEEE International Conference on Information Communication and Signal Processing
(ICICSP 2020), 2020, pp.238-243.

[31] F. Al-Turjman, M. Abujubbeh, A. Malekloo and L. Mostarda, "UAVSs assessment in software-
defined 10T networks: An overview", Computer Communications, vol. 150, pp. 519-536, 2020.

[32] N. Nomikos et al., "A UAV-based moving 5G RAN for massive connectivity of mobile users
and 10T devices", Vehicular Communications, vol. 25, p. 100250, 2020.

[33] S. Ullah et al., "UAV-enabled healthcare architecture: Issues and challenges”, Future
Generation ~ Computer  Systems, vol. 97, pp. 425-432, 2019. Available:
10.1016/j.future.2019.01.028.

[34] A. Mukherjee, S. Misra, A. Sukrutha and N. Raghuwanshi, "Distributed aerial processing for
loT-based edge UAV swarms in smart farming"”, Computer Networks, vol. 167, p. 107038, 2020.

[35] N. Nomikos, E. T. Michailidis, P. Trakadas, D. Vouyioukas, H. Karl, J. Martrat, T. Zahariadis,
K. Papadopoulos, and S. Voliotis, “A UAV-based moving 5G RAN for massive connectivity of
mobile users and IoT devices,” Vehicular Communications, vol. 25, p. 100250, 2020.

[36] W. Feng, J. Wang, Y. Chen, X. Wang, N. Ge and J. Lu, "UAV-Aided MIMO
Communications for 5G Internet of Things," in IEEE Internet of Things Journal, vol. 6, no. 2, pp.
1731-1740, 2019.

[37] F. Almalki, M. Angelides, “Propagation modelling and performance assessment of aerial
platforms deployed during emergencies,” 12th IEEE International Conference for Internet
Technology and Secured Transactions, 2017, pp.238-243.

[38] J. Cole, F. A. Almalki, and P. R. Young, "Chipless RF Liquid Sensor," IEEE International
Microwave and RF Conference (IMaRC), 2015, pp. 243 — 245.



[39] Z. Ullah, F. Al-Turjman, L. Mostarda, and R. Gagliardi, “Applications of Artificial
Intelligence and Machine learning in smart cities,” Computer Communications, vol. 154, pp. 313—
323, 2020.

[40] A. Ansari and A. A. Bakar, "A Comparative Study of Three Artificial Intelligence
Techniques: Genetic Algorithm, Neural Network, and Fuzzy Logic, on Scheduling Problem,"
2014 4th International Conference on Atrtificial Intelligence with Applications in Engineering and
Technology, Kota Kinabalu, 2014, pp. 31- 36.

[41] A. Ashkzari and A. Azizi, "Introducing Genetic Algorithm as an Intelligent Optimization
Technique”, Applied Mechanics and Materials, vol. 568-570, pp. 793-797, 2014.

[42] S. Popoola, E. Adetiba, A. Atayero, N. Faruk and C. Calafate, "Optimal model for path loss
predictions using feed-forward neural networks", Cogent Engineering, vol. 5, no. 1, 2018.

[43] X. Li, H. Yao, J. Wang, X. Xu, C. Jiang and L. Hanzo, "A Near-Optimal UAV-Aided Radio
Coverage Strategy for Dense Urban Areas,” IEEE Transactions on Vehicular Technology, vol. 68,
no. 9, pp. 9098- 9109, 2019.

[44] L. Wang et al., "Communications and Networking Technologies for Intelligent Drone
Cruisers," 2019 IEEE Globecom Workshops (GC Wkshps), Waikoloa, HI, USA, 2019, pp. 1-6.

[45] Z. Ullah, F. Al-Turjman and L. Mostarda, "Cognition in UAV-Aided 5G and Beyond
Communications: A Survey," IEEE Transactions on Cognitive Communications & Networking,
2020.

[46] V. Sharma, D. Jayakody and K. Srinivasan, "On the positioning likelihood of UAVs in 5G
networks", Physical Communication, vol. 31, pp. 1-9, 2018.

[47] Y. Xu, L. Xiao, D. Yang, L. Cuthbert and Y. Wang, "Throughput maximization in UAV-
enabled mobile relaying with multiple source nodes”, Physical Communication, vol. 33, pp. 26-
34, 2019.

[48] X. Liu, D. He and H. Ding, "Throughput maximization for UAV-enabled full-duplex relay
system in 5G communications”, Physical Communication, vol. 32, pp. 104-111, 2019.

[49] H. Dai, H. Zhang, B. Wang and L. Yang, "The multi-objective deployment optimization of
UAV-mounted cache-enabled base stations"”, Physical Communication, vol. 34, pp. 114-120,
2019.

[50] V. Garg, Wireless Communications Networking. Estados Unidos: Morgan Kaufmann, 2007,
pp. 69-135.

[51] F. A. Almalki, "Utilizing Drone for Food Quality and Safety Detection using Wireless
Sensors," 2020 IEEE 3rd International Conference on Information Communication and Signal
Processing (ICICSP), Shanghai, China, 2020, pp. 405-412.

[52] B. Yang, ‘“Multiobjective Synthesis of Linear Arrays by Using an Improved Genetic



Algorithm,” International Journal of Antennas and Propagation, vol. 2019, pp. 1-13, 2019.

[53] F. A. Almalki “Implementation of 5G 10T Based Smart Buildings using VLAN Configuration
via Cisco Packet Tracer”, International Journal of Electronics Communication and Computer
Engineering, 11(4), pp.56-67, 2020.

[54] "Final Evaluation Report from the Independent Evaluation Group 5G Infrastructure
Association”, ITU Radiocommunication Groups, 2020. [Online]. Available: https://5g-
ppp.eu/wpcontent/uploads/2020/02/5G-1A-Final-Evaluation-Report-3GPP-1.pdf. [Accessed: 28-
Feb- 2020]



	(Scopus, ERA Listed, WJCI Indexed) Scopus Cite Score 2024—1.8
	AN EFFICIENT INTRUSION DETECTION SYSTEM WITH CUSTOM FEATURES USING FPA-GRADIENT BOOST MACHINE LEARNING ALGORITHM
	GPS SYSTEMS LITERATURE: INACCURACY FACTORS AND EFFECTIVE SOLUTIONS
	MULTI-OBJECTIVE OPTIMIZATION ASSISTED NETWORK CONDITION AWARE QOS-ROUTING PROTOCOL FOR MANETS: MNCQM
	On the Migration of a Large Scale Network from IPv4 to IPv6 Environment

	LOCALIZATION SCHEMES FOR UNDERWATER WIRELESS SENSOR NETWORKS: SURVEY
	Comparative and QoS Performance Analysis of Terrestrial-aerial Platforms- satellites Systems for Temporary Events

	CONGESTION AND ENERGY AWARE MULTIPATH LOAD BALANCING ROUTING FOR LLNS
	A SECURE DATA COMMUNICATION SYSTEM USING CRYPTOGRAPHY AND STEGANOGRAPHY
	NEW DESIGN OF LEAKY WAVE ANTENNA BASED ON SIW TECHNOLOGY FOR BEAM STEERING
	Developing an Adaptive Channel Modelling using a Genetic Algorithm Technique to Enhance Aerial Vehicle-to-Everything Wireless Communications


