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ABSTRACT 
 

Online Social Networks (OSNs) such as Facebook are extremely popular in Bangladesh, not 

only to the younger generations, but also to the people from other age categories as well. 

However, due to different socio-technological factors, the security and privacy awareness of 

Bangladeshi Facebook users have remained questionable. This is also evident in the wake of a 

number of incidents reported while using Facebook, particularly involving women users. 

There have been a few research studies to investigate different security and privacy concerns 

of Bangladeshi users. However, none of the existing has is comprehensive enough focusing 

only on female users. In this paper, we aim to fill in this gap by presenting a study on security 

and privacy concerns while using different Online Social Networks such as Facebook among 

female users in Bangladesh. We conducted an online survey of 203 Bangladeshi female 

Facebook users. We analyzed the survey statistics to study the general trend of behavior, 

practices, and expectations pertaining to secure Facebook usage and different privacy 

preferences. The study reveals that female users are concerned about their data privacy, 

however, 67% participants feel safe and secure while using Facebook and 33% participants do 

not think that Facebook takes necessary steps to protect users’ data privacy on the web. We 

suggest that such a study can help researchers identify the privacy concerns in using social 

networking sites/apps such as Facebook to focus on building secure and privacy-friendly 

technologies to protect users from online crimes and harassment in developing countries. 
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ABSTRACT 
 

Behavioral biometric authentication is considered as a promising approach to securing the 

internet of things (IoT) ecosystem. In this paper, we investigated the need and suitability of 

employing voice recognition systems in the user authentication of the IoT. Tools and 

techniques used in accomplishing voice recognition systems are reviewed, and their 

appropriateness to the IoT environment are discussed. In the end, a voice recognition system is 

proposed for IoT ecosystem user authentication. The proposed system has two phases. The 

first being the enrollment phase consisting of a pre-processing step where the noise is removed 

from the voice for the enrollment process, the feature extraction step where feature traits are 

extracted from user’s voice, and the model training step where the voice model is trained for 

the IoT user. And the second being the phase verifies whether the identity claimer is the owner 

of the IoT device. Based on the resources limitedness of the IoT technologies, the suitability of 

text-dependent voice recognition systems is promoted. Likewise, the use of MFCC features is 

considered in the proposed system. 
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ABSTRACT 
 

The research problem considered in this paper is how to protect wireless sensor networks 

(WSN) against cyber-threats by applying trust management and how to strengthen network 

resilience to attacks targeting the trust management mechanism itself. A new method, called 

WSN Cooperative Trust Management Method (WCT2M), of distributed trust management in 

multi-layer wireless sensor networks is proposed and its performance is evaluated. The method 

is specified by giving its class model in UML and by explaining the related attributes and 

methods. Different attacks against the network and against WCT2M deployed in the network 

are considered. The experimental evaluation of WCT2M involves laboratory experiments and 

simulations using a dedicated simulator. The evaluation focuses on efficiency of detecting and 

isolating the malicious nodes that implement different attack scenarios in the network and on 

the method’s sensitivity to the changes in effectiveness of the security mechanisms deployed 

in the network nodes. 
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ABSTRACT 
 

MANET is a self configuring network of nodes which is a wireless . The nodes in this network 

move randomly .Mobility of nodes is more. The nodes are dynamic and infrastructure less ,self 

maintainable. In MANET there are many types of security attacks like Blackhole, greyhole 

attack, wormhole, jellyfish etc. When the MANET is under blackhole attack there is a loss of 

energy which is high at the node resulting in loss of battery backup and also excess of 

bandwidth may be consumed by the attacker. The attacker is an insider. Among various 

mobility models to generate mobility patterns the Random waypoint mobility model is used 

.To solve these issues an IDPS framework for MANET using image processing techniques 

under blackhole attack is proposed to detect the blackhole attack RREP by providing security 

services like authentication and confidentiality. 
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ABSTRACT 
 

A thorough review of trust models is carried out in this paper to reveal the key capabilities of 

existing trust models and compare how they differ among disciplines. Trust decisions are risky 

due to uncertainties and the loss of control. On the other hand, not trusting might mean giving 

up some potential benefits. Advances in electronic transactions, mutliagent systems, and 

decision support systems create a necessity to develop trust and reputation models. The 

development of such models will allow for trust reasoning and decisions to be made in 

situations with high risk and uncertainty. In recent years, several attempts have been made to 

model reputation and trust. However, perceiving trust differently and the lack of having a 

unified trust definition are among the main causes of the proliferation of many trust models 

across different disciplines.  
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ABSTRACT 
 

The aim of the study is to explore cross-cultural differences in users’ location privacy 

behaviour on LBSNs (location-based social networks) in China, the Netherlands and Korea. 

The study suggests evidence that Chinese, Dutch and Korean users exhibit different location 

privacy concerns, attitudes to social influence, perceived privacy control and willingness to 

share location-related information on LBSNs. The results show that in general, the more 

concerned users are about location privacy, the less they are willing to share and it also 

suggests that location privacy concern and social influence affect each other. Furthermore, the 

more control people perceive they have over their privacy, the more they are willing to share 

location information. A negative relationship between willingness to share location 

information and users’ actual sharing of location information was seen. In short, it is 

concluded that the relation between cultural values and location privacy behaviours only have 

a partial connection. 
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ABSTRACT 
 

Intrusion Detection System (IDS) is meant to be a software application which monitors the 

network or system activities and finds if any malicious operations occur. Tremendous growth 

and usage of internet raises concerns about how to protect and communicate the digital 

information in a safe manner. Nowadays, hackers use different types of attacks for getting the 

valuable information. Many intrusion detection techniques, methods and algorithms help to 

detect these attacks. This main objective of this paper is to provide a complete study about the 

definition of intrusion detection, history, life cycle, types of intrusion detection methods, types 

of attacks, different tools and techniques, research needs, challenges and applications.  
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ABSTRACT 
 

The predominant grid authentication mechanisms use public key infrastructure (PKI). 

Nonetheless, certificate-less public key cryptography (CL-PKC) has several advantages that 

seem to well align with the demands of grid computing. Security and efficiency are the main 

objectives of grid authentication protocols. Unfortunately, certificate-less authenticated key 

agreement protocols rely on the bilinear pairing, that is extremely computational expensive. In 

this paper, we analyze the recently secure certificateless key agreement protocols without 

pairing. We then propose a novel grid pairing-free certificate-less two-party authenticated key 

agreement (GPC-AKA) protocol, providing a more lightweight key management approach for 

grid users. We also show, a GPC-AKA security protocol proof using formal automated 

security analysis Sycther tool. 
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ABSTRACT 
 

In this paper we present a machine learning based approach for detection of malicious PDF 

documents. We identify various features in PDF documents which are used by malware 

authors to construct a malicious file. Based on these feature set we arrive on models which is 

used to detect malicious PDF documents. Based on these feature sets, detection rate is high as 

compared to approaches which depends on analysis of JavaScript embedded in the PDF 

document. 
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ABSTRACT 
 

Wormhole attack is one of the serious routing attacks amongst all the network layer attacks 

launched on MANET. Wormhole attack is launched by creation of tunnels and it leads to total 

disruption of the routing paths on MANET. In this paper, MLDW- a multilayered Intrusion 

Detection Prevention System approach is proposed to detect and isolate wormhole attack on 

MANET. The routing protocol used is Adhoc On Demand Distance Vector (AODV). MLDW 

has a layered framework consisting of link latency estimator, intermediate neighbor node 

discovery mechanism, packet drop calculator, node energy degrade estimator followed by 

isolation technique. MLDW effectiveness is evaluated using ns2 network simulator. 
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